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NIYONA NDINN ,LVINVIRN A7 N7W [DTOTN NIN |2 'OPND |'VA K'Y - Burp N1dIN D'UNNYN
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2w DTIVRN NATVA I'7Y DINNY N7 07 'R) 07w NNoOn NIty 12V Dnnine X -yTnn DNty
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NN [IN1N 12N DTV SSL 711009 NN 70190 ,7213 7w 2"XITn DNWY DNannn (11017 RnalT
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oMYy + nid'o

/ Mt Nwa DX 117 N9 KIN 'RIELTYIR RIND NNY ,SSL-0 7w 1rvain 7D 1710 'R DN1ANY Diizn N
75 VIYD X7 QTN N ,NT 1121 IPY7 NI72101n TWR Men In The Middle-ni9pnn 1900 Nin''ye DI

.20 DNAN WAIT RINEYD

D"V DI

AN MNTENANE N72ITN NN90N DI - OpenSSL 7w ANRN - http://www.openssl.org e

S2110M90 winmY (GPL nNN NIMo Tij71)
M"HTTP Over TLS"-2 win'win 7w RFC-n - http://www.ietf.org/rfc/rfc2818.txt e

7V 210 72K | NN - http://www.webstart.com/jed/papers/HRM/references/ssl.htm| o

.SSL 71ip1oinon

.OpenSSL-n 7w APIs-n 7y WnNn - http://www.kegel.com/ssl/api.htm| e
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ITINY 1197 NN N2x¥N? N1dINN NTNN ,Unpacking - 71" Nd19nn n71y9n 7V 12T N1 NKn

NNIX

NIDINN DX PNYT NIIXY X7 D71'YN YInY nNNon NN TR ?Packers-2 p'ynnwn nxya anY%
-1 D'ON'II NN ,NNAIT? .'ITI1 NNVAN 1A qIYY7 ,NNVAX NIXI9 NI7AY - NTAW XN 'R NI
TAWNY? T RIXAT71I 0NN NIRRT D'oN'E MpInn yinY? ‘T Packers-a D'wnnwn Malwares
AIPNY71 debugger-2 0NN DX NINDYT '221' YXINN ON'IERIN 72 NTIXR K77 .17'WONn DR XINN'7/INIR
D'YNNYN DY D'PNUN . TNY NOIYD NN'wn NN NIRT - 7952 nya K77 19w "2anoxn TIp X

NN X171 7NWNa NNVAX NIXYD KIXNYT IX "D'0X" NIYY? DNPRnn vine "1 nTNa

o' .Themida, Winlicense nn 01 o'7nwni Malware D'wnnwn 0N 0*Noni 0din Packers
2V yalpn INIX 7V DIY DZR9 NNOA D'UNNYN 17'9X DYDY .NXT Nn'wn? 0'non 0'7) vyn XY
i i

AN TV 179X 07IM nNLAXY yanh nan

N71Y9 yIx2 72V niwn? NIy 7y DI Anti-Debugging 7w NIXIDI NI7YD0 NNnd 7V 12T T 1NN

.Unpacking

NIMN DX TN N1 .Lenal51 nandw n1ai'a nnta UnpackMe X' DI'n n7¢ novnn NIN

http://tutsdyou.com/download.php?view.1114 naim>a
NvMav n'HN

.D'KNN 2.0-7 nNNN 77073 70 - OllyDbg o

ANNUINY IAT 1I'N'7 N1DIN - ImpRec o

.UDI0NP'"N 7w Object *¥a 7w PE Headers NINNI> ND>MY7 '20 - LordPE e

namd2 ATINY N1 121 NNRe9xn LPackers YW nmn unt? Tvimn man YD - PEID e
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NTINRN 7101 70N

-NY DIYN TN IR YAYY1 NDINNA D70 'OXN7 11'7Y YaIR TAX? "1 Mipna Tiga athe 1
YNN? O NINN 7Y NIpan TIpn DR Thwn KIN) NDINN 7w Unpacker-n D2 XIn Packer
17W-27W NINN NXR AIRYT7 RIDDTIRD 1700 DR 1907 NN 7y DIYyY? M99 nn 75 - (NNIR
Yy Packer-n ANID .ARXINND DX MNMY21E,ATRIYW DNIENARN N1DINN TIR 721 17012 Noxnan 7w Ty
2'7NNN Y NIYRN? nan 7y DY NI Nt a%wa oy

7¢ NMIENn N0'ON NTIRIN MY Packer-n 7w N0DN NTIAY (1N :D01dA N1 AThY .2
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JAT-2 Dmwin namoy X171 VIVO ,NN'KNNin
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D'™7'nNn

0j719 IND NXMIN LIWD [I7N NN D |'NANY7 [N ,Debugger-7 YINn NMuNN 7 NIWXY n¥IN2

INWUN Nt XN OXN NXRNI1PEID oy N1dINN DX NN9) .NiN'wAn

.Microsoft Visual C++ 6.0-2 Nn2aNd1 N1dINNW 17 ANidI Packer X¥in X7 PEID ,N1IWUXY Nj7' 122

25 PEID v0.95

File: | C:\Documents and SettingsiOwnerim Mo M2 eAUnpackMe# & EXE | ...

Ertrypoint: | DO03E070 EP Section: |0 ﬂ
File Offsst: |00003270 First Bytes: |55,86,EC.68 | = |
Linker Info: | 0,51 Subsystem: | Win32 GUI ﬂ

Microsoft Yisual C++ 6.0

Multi Scan Task Viewer Options About | Exit |
v Stay ontop J’>

ITIAR DX Y210 D NIRTY ', ([>>]) Extra Information 7y yn'21 DX X

#tra Information

FileMame: | C:iDocuments and SettingsiOwnerinTiavn e UnpackMe#8.E;
Detected: | Microsaft Yisual C++ 6.0
Scan Mode! | Mormal

Entropy: 7.97 (Packed)

EP Check: | Packed

Fast Check: | Mot Packed

L]

Ok

¥ Stay on top »% || -2

N12INN ,Olly-2 NINN DX YINY IWRIN 1012 .0lly-2 1¥'I07 101 ,TINNR YaIpn D 1'KY NN

JI001p1,7907 N7210N0 N1'R DAY NANINT NyIan

17 NXINN N1DINN NN MY Debugger-7 NNNN N12INN NAMIT ' 2% DAY X ?ININ DXV AT NN
DX NINT? ITYRY NIR'D0 |0 Anti-Debugging .Anti-Debugging n1ana jan yalgnw 7nam n'o Nt

Junina 178 NI?' 100N NNd 2V D27 71201 .1MNTA AXRXIND NIDINN NANT XK WAWT?1 AR
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TIV NIANN W' OXK X1, 0lly-2 N1DIN7 niainn 73 NNavn X 7021 ,N2NN PR DR NIRNY (1'0a

.12 7907 N1 K7W nannn 194

V-0 [In'o NN Options -> Debugging Options -> Exceptions -> 7u nx¥'N%7 'T' 72u NXT NIWYYY N1
NNIX ["2yNn wnn X7 DIYN) .Ignore Memory Access violations in Kernel32-n yin nirnwoxn 7on

(79 TR NI X7w niann v ox

=] Debugging options rg|
Commands ] Dizazm ] CPU ] Hegisters] Stack ] Analyzis 1 ] Analysis2] AnalysisB]
Security ] [ebug ] Events  Ewceptions l Trace ] SFx ] Shings ] Addresses ]

¥ lgnore memory access violations in KERNEL32

lgnore [pass to program) following exceptions:
[ INT3 breaks
™ Single-step break
™ Memory access violation
™ Integer divizsion by 0
[ Invalid or privileged instruction
[ AlFPU exceptions

I Ignare also following custom exceptions of ranges:

00000000 .. FFFFFFFF Add last exception
Add range
Delete selection

ﬂ (0] 8 | Undo | Eancel|

INAMN2 77N11....N01DINN IR WTNN YN ,N10INN 719107 NIaNN 72 NNayn DR 17028 NNR

MNX .NDIMN DX YIN7 1'wnd D71 0TI 11'RY DANNYT7 NN RN T DANNY DWYTEE X7 [TV NN
N7'T22 0N - N'WHUN NAMINYT Y1 N1DINN DX YNINY 1'wnd OX .NaNN TIva 7701 My axan
DRI 720 D 272 IR .N'WHUN NN YyIan TN TIpn 71700 0Mwn Nannn NN D NIKYY [N

.N0"PN NN TIN9Y O MWD NANNN NIYNINN DR VI 1117y

7M1 - NAMNN PN DR NIKNY? DXL (Backtrace) TR NINKY NXP 171 DX ,NMYUN NANIN2 1NN

.OXNN AX'OPITINN VN v N?'T2 NN L.CALL EAX ,nATin nX"j72

EAX ¥ [DINN .ND KIZ'N DYRID NTR WK DWT? 0710 X7 1INIXY DN ?RTIVN IT AR VI
.NDINN DY 197 RI7IY YA EAX 7w DINN NN N NYT7 04710 X7 NNIX .NXN AT 1 vam

RIY DX X7 RINY NIRNDP NHoNYT Packer-n 7w 0T 10 0T 70

LANRNMPNTY YNL,NINN DX WTNN 7'W01 .ANIXK AIPNY T NXN7n 7V Breakpoint D'wa
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A2 1 FS:Ad REF HOUS EVTE FTR ES:[EDIT,EYTE FTR D5: =

SEF3 MO EST,EBX

Z2C| SDED 491FB@1@ |LEA EDI,OWOROCRTR SS5: [EEF+1GEE1F49]
B12F ADD OWORD FTR OS:CEDIT,EEP

Z34|  B1EF @4 ADD OWORD FTR OS:[EDI+41,EEP

257  B1EF @3 ADD OWORD FTR OS:[EDI+21,EEP
Z3A| 8DED 2D1FEE1A |LEA ECH, DWORDTPTRSS: [EEF+1GEG1F20]
Z4@[ 51 FUSH ECH
z41| ES E7@10088 CALL B8z231350
Z46|  GA B8 FUSH @
z43| 56 FUSH ESI
z43|  ES F4ASO08E8 CALL B@z317C2
Z4E| 8BSE 291FEBE1A | MOV ERX, DWORDTPTR SS: [EEF+16EE1F29]
254 g5CA TEST ERH,ERR
HEZA1PEE | v P4 BT JE SHORT @@&291Z5F
FFED&@ CALL ERX kernel32. IsDebuggerPresent
BE231ZEA|  g5C8 TEST ERH,ERR
ZEC|w 74 @1 JE SHORT @@8291Z5F
ZEE[ 4B DEC EEX
ZEF B4E ZC MOL EC, OWORD PTR DS: [ESI+2C]1
ZE2 950 S91FE@1a | MO DWORDTFTR S5: [EEF+18881F53], ECK
ZEE A 48 FUSH 4@
ZEA 3 08100888 FUSH 1666
ZEF 1 FUSH ECH
En) A_8a FUSH @ =

T2 FS5 651FE@1@ |CALL DWORD PTR S5:[EEF+188@1FES]

75| 2985 S51FEE18 | MOU DWORD FTR S5:[EEP+18881FS51, EAX
S& FUSH ESI

7F| ES _Fe@3g@ea CALL B@z3167A

24| 2080 D110D6E81@ |LEA ECH, OWORDTPTR SS: [EEF+18EE1001]

S| 25CA TEST ER,ER:

SC|w BFSS 24000888 | JHZ BAZ313Z6

= & FUSH ESI

= 3 48830888 CALL B8z315D8

=] & FUSH ESI

29 3 ESAZe88Ea CALL B@z2314F32

SE 5] HOP

SF 5] MOP

AE 5] MOP

Al 5] MOP

A2 5] MOP

AZ 5] HOP

Ad A a1 FUSH 1 “

0F, - PIISH FaT v
& ST >

NIXPAI97 NN MY T NAMDA .ATIYA ANTR NNRY ARNPAE DPTY PR DR X
NX'OFI - ATINN WA 7Y NPT ,(NaRT? NN DX NDINN DR NPTIaN) IsDebuggerPresent

.N¥191 Anti-Debugging Nj7'150 ,0XkNNA

:IsDebuggerPresent 7y 1¥j7 1200

Man) Process Environment Block X130 D21M1 n1ana nwnnwn IsDebuggerPresent n'xj711on
DR X'y "IsDebugged" X17n NTY AXWN |2 7000 (YN 7NN 7Y 0019 7'Onn 0fima

N7 IX-2ANQT? DNNN Y1 )1'70nn

TCETZEAL L] HOF

FLE136A2 L5} HOP

TC2126A2|rs  ed:pl 126@EE MOU ERX,DWORD PTR FS:[121
FCEl3EA%|] . SB48 38 MO EAY, OWORD PTR OS: CEAX+3E]
FCoL2EAC|) . BFBE4d B2 MOUZY EAX,EYTE PTR DS:[EAk+E]
7Celaeea Lk, C3 RETH

TLE126E 1 o8 HOP

TLE136E2 L) HOP

TLol26E3 o8 MOP

TCE136E4 L) NOP

(7NN N1M2d) 0x7FFDFO00-n NIZ'NNNAN [ND'TN NIAND NIX AX'NN VINAON KIN-FS e
.(yan vinn 7y D'V 7'on PEB-7 nniTa , Thread Environment Block) TEB-7 y'axn XIn FS[18] e
.PEB-7 y'a¥xn TEB+0x30 e

.PEB-1 IsDebugged nTwin XIn [PEB+0x02] o
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Process -2 Nt W 7w 'n'w .IsDebugged NnTY 7w 1w NX 'TNn IsDebuggerPresent ' 0'RIN 1IN
Debugging Niwy? 1IN'KN yan' X71 N1DINN N71V9 N1'nan 12T mwn X7 Environment Block (PEB)
7WN DX NRYY KIN IsDebuggerPresent-7 nkMpn DX 11AYY Nan 2y niwy? 11'2vw nn 73 .n10InY

.0-7 1-n n¥jpaIonNn TINN

PUSH & # | Registers (FP
PUSH ESI Ml
CACL §B2o1i7Ce R e
DY EFiC DUORD PTR 553 [EBP+10091F291 e e
JE SHORT @E2912GF Modify EAX @ EE§ 29??33
TEST ERi. eax E6P Fezeresi
JE_SHORT poda1ase Hexadecimal 000000 EDI 9223100R
MOU ECH, DWORD PTR DSz [ESI+2C] ) o EIP @E22125A
MOU DYORD PTR SS: [EBP+18BBIFE9], ECH Signed ED B R
e | — L
POSH ECR Unsigned #8 5o
EHE & < S8 FS bBoD
CALL DWORD PTR S5: [EBP+1B0@1FEE] Char w00 w00 [w00 w00 2H B R
[100 DUORD PTR 55+ [EBP+180G1FSS 1, EA 5H

CACL §B22157A 0@ LastEre
LER ECIC DUORD PTR 553 [EBP+100910011 oK | Cancel | EFL ORAREZGHG
JHZ PBZ9igze £T9 empty -

[nanN 'RW AR, (RETN-N TY) 9100 TV N'¥22190 NIN YN

INT3 a1'7'w :anti-debugging 7& noon nu'w

No1»N X'nY ,Anti-Debugging 7¢ N90I1 N¥IDI NP'IDL A'¥1 NININ NDIND NINYA J'WNIY 194

SN TI7 y¥xnX2 INT3 ARINn

DY 1INIX CWKRD - DNXR Debuggers 7wi ,Olly 7w njppna .Software Breakpoint 13'n INT3
,ARINN 79 IUXRIN D) INT3 AarINN DX 0101 Debugger-n (Software BP) n1dIna Breakpoint

.Debugger-'?l wUnnwn? NItin nuwn NxYl n¥N INT3 AN '7|7]'\] AYNNN TYKRI NXM N1l

NI2INN NNITE NANIN YT ARIIND 1AR2T? yinn ?INT3 AXINN DR 700 1nxy TIgnwd Mg n
TAX D¥Y2 NN INT3-NY QWIN KN ,AR2TN NO'7WA NDINN WWURD .Exception Handler-7 7ayn
NN 'wnn TIpnl Exception Handler-7 nnavin X7 nou'7un - 19w Software Breakpoints-nn

.DIpnn

NAAIT? Y7n1n KN .XYID2 DNNRN DRNDP 7V Y9711  nioon Anti-Debugging Nipdva nraynny

.http://www.veracode.com/images/pdf/whitepaper_antidebugging.pdf Xin
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INIX ,DTIP N2 N77NIY QY2190 DX LINIXR [AN7 D011 Tiz2 "Tyxa" .AdINN DX JIZNY 'wn

1SS S S T

]
10 T 00 G 5 i 50 P 0 0 G 0 50 P 0 0 01 P00 T 0 0 e R

<

<

<

:NAD TIPN 78 DWaNn

1
FC3EFCA
DE

BE
E3
i)

—
SHR ERX, =
HCHG EBX, EOX

JMP SHORT Unpackie.B1815A47
EE?% WORD FTR DS:[EDIT,CH

HCHG EDX, EOX

=1
FSUEBR ST,5T(3)
ADD DWORD FTR DS: [EAR+CICIC2871,ESI
DEC EDI

HCHG CH,AH
JMP_SHORT Unpackie.B81815A63

OR_EBi, EBP)
WORD PTR DS: [EAX+EAX#21,EDI
i
H#CHG ECH, EBX
R EDX,CL
R AH, 1

L ERR, 38

HAGD_ERA%, EAX

0oL EDi, 1

JHF SHORT UnpackHe. 81815A70

{134 DanRD FTR DS:[EDI1,CL

0L BB, BC0

EMTER GEEBEF, 1
P EEP

RCR EDX, BCA

AMD_EAA, CABFCEEF
BSWAF _EEX
¥ADD _DH,EL

REMOP Fr

Far return

Illegal use of register
LOCK prefix is not allowed

Unknown command

Shift constant out of range 1..31

Shift constant out of range 1..31

Shift constant out of range 1..31

27 100NN DX 72727 Tvnw TR - (ntwon TIR) Obfuscation Code INT ATIM TIXA NRN DT TIR

120X 'RENDIMN 7Y 795 yiown X7 0T T o

X71 NIXMPN 1IN 010'07) .NDINN 72V N0YW TART? X7 TIND NNT'D,DT 2101 TI72 0Y77N) DNRYD

['NAN7 72D IWTN [I'0N DY X LIMIR NINT?E A"Y0N TI 1IN0 NyT7? 0T N2 'R (D1, nn

JTNX INNNYD

Entropy: 7.97 2mdw 'K n9'X ,PEID-2 7ononY XN yalpa aryon Tig 0vp DX DYT? T

NN NN RN 10 WX Lyapn 7w "nim7iann ot Xin 'woin DN Entropy .(Packed)

AN

U DN L(NTYoN TR K77) NNIDD D' N2DW DYDY DYIAN XK ,NMYON TIP NAN MINK

NINT AR 'O 0'RN 12NIX ,NXRT DY .CALL EAX - N0 nTIwN nN"\P'? IINIX X'2N ,N910 TY N'Xj7119N

21T IRMP NIONT IXY' NN - D7RUN D71 X1, API-7 DR NI'R

22
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| @167 a0 =]
HIBE739F| 63 9310608E1 PUSH UnDaCkHe alaE1 398 e
7ZA4| ES EFB1688E8 CALL UnpackMe. B10EFEES
YIRS 230E XDR EBX EBX
FIAE( 53
FIAC|  8B30 CCl@@aai HDU EDI.DhJDRD PTR D2:[16816CC] UnpackMe. 816822264
TIEE CALL EDI ==
7IB4|  66:8138 4DSA | CMP WORD_FTR DS:[EAX],SA40
T3ES(v 75 IF JHZ SHORT UnpackMe.8188730R
FIEE| EB48 3C MO EC,OWORD PTR DS:[EAX+3SCI
FIBE| @3CE ADD ECX,ERX
7a06|  $129 SA4SEEEE | CMP DWORD PTR DS:[ECK], 4550
TECE (v JNZ_SHORT Unpackfe.6166720A
7ICS|  BFEV41 18 MOUZ: EAX, WORD PTR DS5:[ECK+121
TICC| 20 BEGA16888 CHMP ERX, 1GE
r30l(~ 74 1IF JE SHORT UnpackMe.B818873F2
7202 20 BEA26888 CHF_ERX, ZGE
TE0E (v JE SHORT UnpackMe.B180730F
720A( 2950 _E4 HMOU DWORD FTR S5: CEEF-1C1,EEH
7200(~ EB 27 JHP SHORT UnpackHMe.B10B7468
7I0F|  83B9 S4@80@8@a8 | CHMP DWORD FTR DS:[ECH+S4]1,HE
TIEE(~ F6 F2 JEE SHORT UnpackMe.B188730R
TIES|  23CE #“OR ERX,ERR
FIER| 3999 Foeeesea |CHF DWORD FTR OS: [ECH+F21,EEH
T3FE|w EB_BE JMP SHORT Unpacklte, B 1pE7468
TIFZ| 8379 74 BE CHMF DWORD FTR DS:[ECH+74]1,HE
FIFE(~ 76 EZ JBE SHORT UnpackMe.B81686720A
TIFS| 330 H“OR ERX,
FIFA| 2999 ES@EE@a8 | CMP DWORD FTR DS:[ECH+ES],EBX
T4EE|  BF9SCE SETHE AL
T4A3| 8945 E4 Mo DWORD™ FTR S5: CEEF-1C1,EAX
T4@5( 8950 FC HMOU DWORDE FTR SS:[EEF-41,EEX
T4A3|  ERA B2 FUSH =
40|  FF1E 28138881 |CALL DOWORD PTR DS:[18@13232] MEUert . set_app tupe
411 g9 FOF_ECH

741z 2360 SCAB@@ai | OR DWORD FTR DS:[1@88ABSC],FFFFEFFFE
7412 8380 ABABB@al | OR DWORD FTR DS:[1@8@ABAE],FFFFFFFF

7426|  FF1S 34130001 |EALL DWORD PTR DS: (10613341 msuert.__p_frode
rize| 8B40 BSSADDRT | 10U ECH, DORD PTR Ds:l1365A881
7420|9983 HOU OWORD PR DS: [ERR, ECH
74ZE| FFIE 20120081 |CALL DWORD PTR DS: [1681336) msuert.__p__eonmode
7434|  SEG0 B43AEEA1 |HOU ECH, OWORD PTR OS:[1883AE4]
7430|2963 HOU DWORD PTR DS:[ERNI,ECH
c4st| AL zciseooy MO0 EGDUORD PTR Do :13313201
alegra4l| gBed _|MOU EAX,ON0RD FTR DS:[EAX v
<0 bl >

29N1j7W yal7 DNNNO DYS DX ?NINT D'WTI' X 'K [N1DINN 7w NMIERn n0'90 DT IT D 0'RN X
NINMPN '97 22 |'NANY [N1) .ITA N0'dN NI DX 2112 DN'KY AN Microsoft Visual C++-2

.(OEP) Original Entry Point-n X'n IT N°TIj73 ,0IMKD .(msvcrt-7

NIN Dump) .TINK X7 12 N1INN ¥ MmxN TIignw Divn ,Dump 7'7nN7 nwyal ,LordPE NX NN9)

(EXE 7wn? ,wTNn yaI M7, (1M1 ¥202 Y0 '70Nn ND'T 7w npnyn

NX'NY7 XN "7NNN DR INAY ,LordPE X NINDY AT NIWY? 1YW nn Dumping NIwy? nm 7y

.Full Dump IN271 <- '

(Import Address Table) IAT-n jIj7'n

M2T) DX 0N 72 IR 0'12] .Imports [I7'N7 NTYI'M TWX NN ,ImpRec N1dINN NX NN
0'12N7 U'Y T'N'N YN, N7W Npna .Get Imports 7y yn'7a1 (!OEP-2 Packer-n 7w EP-n DX 9*7Nn"%
0'01N NaMdY Non' N7NILYY NAIMD XIN RVA .ax¥nw OEP-n 7w RVA-n XIn ImpRec2

DAy 11721 Manual Packing 7y HLL 7w anxna 120in Nt awin .(ImageBase)

® n'nnwim Imports ' 17w N1j7na .Show Invalid 7y nx¥'n%7 7' 7y 0PN Imports-n 70w XTI
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Altach to an Active Process
| c:hdacuments and settings\owne T1200N 11210 \unpackme, exe (0000048C) j Pick DLL

Imported Functions Found
rva:00007109C mod:kemel32.dl ord: 0106 name:GetUserDefaultLCID
rva: 00001040 mod:kemel 32 dll ord: 0141 name:GetD ateF ormatis
rva: 00007044 mod:kemel 32.dll ord: 0104 name: G etTimeFormaty’
rva: 00001 048 mod:kemel32.dll ord:01FE& name:GloballLock.

|

1 B
w3 000071 0B8 mod:kemel32.dll ord:01BE name:GetSpetemTimedsFile Time

rva: 00001 0BC modikernel32. dll ord:0348 name: TeminateProcess w Clear Imparts

Log
ra: 000071740 farwarded from mod:ntdll dil ord: 0380 name: RHR estorelastin32E ror -

Current imparts: Clear Log

IAT Infos needed Mew Impart Infos (11D +AS CI+LOADER]) Options
COEP |00007330 14T AutoSearch By |DDUDUUUD S |UDUDD.Q'IA

RvA |DDDD‘I 0o Size |DDDDD348 v Add new section

Load Tree | Save Tree | Get Imports | Fi Curnp

.D'MNYINN DN DX [j7N7 10¥)

¥') IT NAIMM2 Debugger-n NN NN91 .RVA 0x00001000-2 21w IAT-n ,ImpRec-2 D'XIN 1INIXY 10D

.(0x01000000 X1 ImageBase-n NTN NNAl ImageBase-7 N'ON' NAIND NNT ' IDTY

IAT-N NNIENAN NDINAY 11N .MIYY [IWRIN Import-n 7w naimdn X0 0x010010B0 D 0N X
,NNIIY NAINDN "M NIKY? 22w T LIAT-N IR ¥ R N1'w Packer-nw X1 NNWIN ' XY
NDWY? X7) .N1DINN DX wThn Y11 0x010010B0 namda Hardware Breakpoint on write n'wa

.(IsDebuggerPresent NX wTNN Iy

T2 Packer-n D MITRA TI7a NIKAYZ [N .AMIW 0x010010B0 N2 NTI17 D'Y'AN 1INIX AXINN NN

0T T NN X7 IN NRYWY Imports 17'X

0101CEBO MOV EAX,DWORD PTR SS: [EBP+8]
0101CEB3 MOV ECX,DWORD PTR DS: [EAX]

:n'x|73|9'7 q0UN19d NINAI ECX-2 Nnwa nRArnmN N'¥21190 7v nnamd no

0101CEBS5 PUSH ECX
0101CEB6 MOV ECX,DWORD PTR DS:[102D034]
0101CEBC CALL UnpackMe.01022B4C

Manual Unpacking
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I0NIDD NININ DYNAION 7W NAMDN NX IAT-2 NRYWY N2V DR NPTIRAY N'Y¥2197 RN

0101CEC1
0101CEC4

MOV DWORD PTR
CMP DWORD PTR

SS: [EBP-8],EAX
SS: [EBP-81,0

W'l NP2 N9'7NNN NZAI9N 7W NNAIND NIN NN YPAI9N - N'¥1I901 ITIND W W nprTa

N7 npna 0-1,IAT-2 naImdn DX 97nnY

0101CECS8 JE SHORT UnpackMe.01l01CFOF
:NNXINT? DXNND NX'Op
0101CECA LEA EDX,DWORD PTR SS: [EBP-10]
0101CECD PUSH EDX
0101CECE PUSH 4
0101CEDO PUSH 4
0101CED2 MOV EAX,DWORD PTR SS: [EBP+8]
0101CED5 PUSH EAX
0101CED6 CALL DWORD PTR DS:[102872C]

JAT-2 MAIMDN "M NYAIK 7V TN NIaN DK NIYY? nan 7y kernel32.VirtualProtect n'¥j7a197 nxMj

0NI9) NININ NAUNDA 7NN 7Y RILIN ND'TA NIAN DX Nwn VirtualProtect n'¥ja1on

[N X%7) PAGE_READEXECUTE X'n N1ann 7TNn N1M2d .(W0n19) 1IN | Day) D'Nan 190na

:PAGE_READWRITE-7 NINWN N1ANN IT ARMpPA,(]NDTN UTRY 2ImdY

0101CEDC TEST EAX,EAX
0101CEDE JNZ SHORT UnpackMe.0101CEEA
0101CEEO MOV ECX,EF00000B
0101CEES CALL UnpackMe.0l01FA32
:NN'"7¥N VirtualProtect-7 NXMpNI NNPN2 NXIN X7 NINT ARNP
|0101CEEA MOV ECX,DWORD PTR SS: [EBP+8]
NNYY W'y IAT-2 NAIMDY7 yrayn nawn
|0101CEED MOV EDX,DWORD PTR SS:[EBP-8]
:N9'7NNN NAIMNDY y'axn
0101CEFO MOV EAX, DWORD PTR DS: [EDX]
0101CEF2 MOV DWORD PTR DS: [ECX],EAX
:N97NNN Ny¥ann |Xd
0101CEF4 LEA ECX,DWORD PTR SS: [EBP-C]
0101CEF7 PUSH ECX
0101CEF8 MOV EDX, DWORD PTR SS:[EBP-10]
0101CEFB PUSH EDX
0101CEFC PUSH 4
0101CEFE MOV EAX,DWORD PTR SS: [EBP+8]
0101CFO1 PUSH EAX
0101CF02 CALL DWORD PTR DS:[102872C]
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“TMY2 NI'YYA YIIN? NIn 7y T 7¢ nnTipn N2ann DR DNThwn XD - kernel32.VirtualProtect

1

[EBP-4]

0101CFO08 MOV DWORD PTR SS:[EBP-4],
0101CFOF MOV EAX,DWORD PTR SS:
0101CF12 MOV ESP,EBP

0101CF14 POP EBP

0101CF15 RETN ; Exit

TD NX'97N NN NNWY? XN Imports-n X NNWY? Packer-nn vian? man 2y niwy? n'ww nn ‘D

YIOPN TNNY

B1E1CER4 |~ 75 BA

JHE SHORT UnDackHe 81a1CEED

G1E1CERE|  BY BREDEEEF MO ECH, EFEEEEEH

H1E1CERE|  ES S2ZBEEGCE CALL Unpackﬁe.BIBIFHSE

E1E1CEEE|  SE45 B2 MOU ERX, OWORD PTR SS5: CEER+21

GlalCEEZ| OBBS Mo ECk, DWORD FTR DS: [ERK]

B1E1CERBE| E1 FLIZH ECH

E1E1CERE|  SEED 340EEZE1 | MOV ECH, OWORD PTR O5: [1E820634]

GlalCEEC| EZ SBECoOBE CALL Unpackbe.@lB22B4C

BlalCECL 2945 F2 MO OWORD PTR S5: [EEP-21,ERX

H1E1CEC4| 8370 F2 @6 CHMF OWORD FTR S5:[EEF-21, 4

B1@1CECE - -EE 45 JMP SHORT UnpackHMe. B101CFEF MAGIC JUMP

GlalCECH| | 2055 F@ LER EDX, DWORD PTR S5: [EEP-1&]

GilalCECD| |52 PUSH EDX

B1E1CECE| | 6F B4 FUSH 4

B1E1CEDRE| | 66 B4 FLEH 4

GlalCEDZ| | SB45 B2 MoW ER:, DWORD” FTR S5: CEER+51

B1a1cEDS| |58 FUSH ER:

EiEicEDs| | FE1E 2C87E2E1 | CALL DWORD PTR OS:[182272C1 kernel22.VirtualProtect

BlaicEDC| | 85CaE TEST _ER=, EAR

B181CEDE(~| YS BA JHZ SHORT UnDackHe B181CEER

G1E1CEES| | BY GBODEEEF MO ECH, EFEEEEEE

H1E1CEEE| | ES 48ZBEEGE CALL Unpackﬁe.BIBIFHSE

G1E1CEER| | SE4D B3 MOW ECx, OWORD FTR SS5: CEEF+E1

Gla1CEED| | 2BES F2 HDU EDH, DMDRD PTR SS EEBP 21
5k MO ERE, DWORD PTR O

BIBICEFB

MOU OWORD PTR DS: [ECH] EHH
LEA ECH,OWORD FTR 551 [EBP-C1
FUSH ECH

MOL EDH, DWORDT FTR SS: [EEF=1&]
PUSH EDH

UnpackMe. 81867390

&R @4
Gla1CEFE| | SB45 B2 HDU EHH DWORD PTR SS:[CEBF+21
B1E1CFEL 1] FUIZH E
ElEicFEz2| | FF1E 2C8vE2E1 | CALL DNDRD FTR DOS:[162272C] kernel22.VirtualProtect
GlaicFas| (Cy45 FC @il@aadl Mol DWORD PTR S5:[CEEBP-41, 1
BlalCFEF| “8B45 FC HDU EHH DMDRD PTR 55:[EEBP-41
B1E1CF12| SBEL
B1E1CF14| 5O PDP EBP
glalcFis| C3 RETH

Packer-nw 1> N1DINN NX Yl .00Yy Packers 2172 NXI9] X'l Magic Jump D'RIP DT a10N nx'spb

.0'>7YN DNIX NX 0'1011 ImpRec NX wThn N9 .0"Mipnn Imports-n NIAIMD 5 nx aImo

,127 DI MX'w Dump-n DX 1IN271 Fix Dump 7V yIN%7 X0 niwy'? Aaxkwiw nn 75 © 'pn 700...1

TR K7 YNN NDIMnI

X ['07nY? "D Packer-n W 1AW [ND'TN IT'R NIX |INN71 LordPE-7 01007 071" 'YTnnn e

AN INIR DY X7 NNIXY DIV YAIRN 7712

..0INN2 Apnynn YwnaY

NN 0N '"MyT?Y ,Lenal51 7w 0T DONK NSO 7 1wan ,0INNN 7V TIV TIN%Y 0d211¥12 DX

http://tuts4you.com/download.php?list.17 :Dinna 7'nnn 734
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nN1'Y0 NIV'Y - D'OIN'I

(cp77fk4r) 7x'00p 7'9X NXN

ANID T¥YN 0"UNPN O'RYIN TR ,QDIR-AYNN 7Y DNYY DX YNN7 0'NY¥Nn Y2 Ik 0Ny InRY
10N TNK T¥N 0NN AN TN tradeoff D" XD .YN' ON'IN N2 NXAN DYDY7 AIRT? XA 0NN
2V 21U AW YN ONMNY AIRT? [NIY 720 NIDNI NIM'VPOXR DT WNANWNYT RN 0NN AN
DN NR DN IR 72V Mye Nx on'inge, 0NN 109n7 NI YR NN Unnun?y 1) ,avnnn

.N7an XInw pon 7T 1 - N7U9nN N>IWNI2 DT NI MW ONINY 73,1 TXN

DNA7 'O D'YNNYN DW2INNE D'ON'IN MY "ML IX ,D'D1T 1900 1IP01 N7 1NNN]
VY¥27 N1 NIX NI7IYOI DT 101 0112 .WNNYNN NY'T 220 DXy DX [IV07 wnnwn'?/noivnY
1190 NI' NVAINN NIFN7 DDAWNNY DNA7 'T21,19X 0T D'YNNWAN D'ON'I T TTIMNNY M2

.OmMrKn

Startup

Startup NP WMy XD 2AWNRN N7V DY NN N7U507 AN NN2IMN DAL N0IY9N TN
Y2l No0IN "'y NNI'WL Ny IXN'Y NIDIN YIAR? wnnwn? nawoxn Windows n2y9nn Ndvn

Startup n''na (I'7R )TN IK) NDINN 7w n72uonn

NXIN D' 7w Anipm Windows XP-a

C:\Documents and Settings\[User]\Start Menu\Programs

NIN D' 7W nnipm Vista N>wnal

C:\Users\ [User] \AppData\Roaming\Microsoft\Windows\Start Menu\Programs

DI'D.N7UN NDWNNY INXRY? yI' N7y9nn Ndyn 7w NN1'L T2 7"an NN opimnn yalpg '»
TIX? M D'YNNWN TWUR DW7IN IR D'ON'I KIXNNT? N1 K71 OYNDI 20 1R IT D' WIin'wn
nnn opimnn "Program Files"-n UMM Y'DIN NYP'NN PIN LN WIN'Y INKRY TINA 77 - DN1'WO

UXINNN UNnun? g TINn w2l "Start"-n 01oN

N1'Vo NIV'Y - 0'oIN'l
www.DigitalWhisper.co.il
27 2009 Nanan ,2 i


http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/

System Configuration Loading Files

DNA ini-N 'YARINIXRD '¥27 190N YIN'Y X' D'WNNYN DRIR'N0ED'0N' N XY IRAN N0'WN
NNV Ny y¥a7 n7v9nn Nown WY NIMRo IR 0¥ 07710 nYR 0'¥ap .nwnnwn Windows

JUNIVIX D9IR D'RYIN DX N NINY

$homedrive$\Autoexec.bat
$homedrive%\Config.sys
Swindir$\Win.ini
$windir$\Wininit.ini
$windir$\System.ini

.N7U9NN NDWN NMIpNIn 12 RN INT %homedrive% o

(C:\Windows 3"T2) n'7v9nn Nd>wn nixn N2 nMoon It %windir% e

AWONI ,Startup NMI901 WIN'Y TWNNA DWXINNN AUNNN 'UNNwn? N7 "N nvyp ovn It no'vy

.12 D'YNNYNN D'ON'I NIXNYT N1 X7 01D IX,0Y' 0'oN'IA N YIN'y NIXNY

:Config.sys-1 Autoexec.bat n'¥apa win'w

AYON NI'YP'79X YIN'? DNT DNA7 1D .0'7'20 N1¥X '¥ap 0N Config.sys-1 Autoexec.bat n'¥apn v
W'Y a7 .Call nRMpn NTIR9] wnnwnt

Call Stemp%$\virus.exe

no'oN'm |JI)]']ﬂ'7 nn 7y .amnimim 98 [120 ,XP-n nnw'n ndyna N wnnwny [N D'X2pN XY
JITIYUN NIDOIN IX D'I'WY7 N'7X D'Xap N'NoIn |7IWO'7 N2 17X D'X2p72 D'RXNIN

Wininit.ini-1 Win.ini D'¥apa vin'v

[Windows] nnn .(Labels) nirun 1 2y 071NN 178 0'¥217 .ini '¥a7 DN win.ini, Wininit.ini 0'¥xapn

nangplhal ,AN"7V DY N72u9NN DN T Y NIXYIY NNIDN NIRXN]

[windows]
LOAD=%temp%\virus.exe

‘X2 [OIRA IX

[windows]
RUN=%temp%\virus.exe

N2WN NN INK? D'NN'WIE NNTAN [IV0Y 1D Wininit.ini yalpa win'y ny¥an oyagn nown

MPNNN N2 [IVOY7 2710 X7 NDIWNNY NNTANT D'YAR - N72V90n

N1'Vo NIV'Y - 0'oIN'l
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72 ,Wininit.BAK-7 Tn IMIX MWN X0 Wininit.ini-2 0" yTNn DX [VON 12U900 NDWNY INKY

.12 0"7N PINN 7W XN DIY YXIN K7 1271 "Wininit.ini" YaIp DI X¥XAN X7 NDIYNN NN2N DY91Y

.System.ini-yalpa win'vy

noyNn 7w NN nwonT oNINl DNAMT Y07 1O 71N yalza nwnnun 0'¥apn ndvn
win'wnl ,"[386enh]" :XIN DM2A"TN DIYLI NN label-ni,ini YAl DA KD INYY Yazn ,n7yonn

.DMTIPN ini-N 'YAP2 WIN'YN 1ND PI'TA KN 12

Nninianni 2,2vn

DY L7 IV N7YU9NN NdIYNY7 19'01IN UBIONE'™ 7"1N D'¥APN DY 1TIoNI N1 [9INA TIAY? 'O

22 0pmn Xini,"System Configuration Editor"

$windir$\System32\sysedit.exe

.D'TIYUN D"I2'Y DN NXRYIDAXNY 02PN 70 IR NINNA 21717 1D 701 wnnwn'? "WoK

Startup Regedit Values

NIN DI'9NN 270 .NINN0A TINA N2 121N NIV (registry editor) N'7vy9nn NdWwN 7w DIwAN 1Y
NN2NNN ,N7U9NN NN NI'WO |12 DWW ,DWAKK 190N Ny D'¥a7 NI'WO 7V 'KINX DA
USB-n Nx'¥'™? USB |7Nn 11A'N - [12D D™MIX'N DK X1 ,0"Io0Nn A1D7 10D ,0Mon wnnwn
¢ NONILIXN N7Y9NY7 DWAIN DAY LYN A'¥1 .00 DRYI TIVE DY7II0N9] WIN'Y ,AwNnna

DN

:N7U9NN NN NI'VL

AN NnIRAnn D'N'YY7 12 D'YNNYN 0'ON'IY NNDNAN '"7IX INT

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

.N7Y5NN Nd>IYn N1'WL Nya (Yo' 7"1n NNSNN NNN Y'Ory 1y 7

N1'Vo NIV'Y - 0'oIN'l
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Q Registry Editor e rove » ’ [E=REER
File Edit Wiew Faworites Help
i NetCache “ || Name Type Data
OEMInfarmation 25| Default) REG_SZ {value not set)
. OOEE 3_!']{0228&555-4f9c-4e35-a3ec-b109a192b4c2} REG_SZ Ch\Program Files\Google\Gn
Optimallayout f_ﬂAdDbe Reader Speed Launcher REG_SZ “Ci\Prograrn Files\AdobeRe
b Parenta| Contrals ab] Cerlvol REG Z Ci\Prograr Files\Launch M
FhotoPropertyHandler X - X R
| PrPSysprep ab] GrooveManitor REG_SZ "C\Program Files\Microsoft
..} Policies f_ﬂHUtKeysCmds REG_SZ CHWindowssystem32ihker
ol PreviewHandlers ab|TIgfxTray REG_SF CAWind o system 3 2%ighedy
: N 1 ProfileMotification ab|[SUSScheduler REG_SZ "CiProgram Files\Cornmaon
| Property3ystem E_E'JLaunchAp REG_SZ C\Program Files\Launch kg
OfePalicyDefinitions ab| Micrasoft Farefrant Client Security Antimalware Service  REG_SZ "ch\Program Files\Microsoft
. Reliability ab|Persistence REG_SZ CiWindoweshaysterm32higixp
»- . RenameFiles E_?JRtHD\u"Cp\ REG_SZ RtHDVCplexe
5. Run f_ﬂSunJavaUpdateSched REG_SZ "Ci\Program Fileshavahjrefy
RunOnce gﬂSynTDEnh REG_SZ C\Program Filesh\ Synapticsy)
b Setup E_E'JWatcherHelper REG_SZ “C:\Pragram FileshSierra Win
i+l SharedDLLs ab|\Whutton REG_SZ C\Program FilesiLaunch bz
"l Shell Extensions || 28] windows Defender REG_EXPAND_SZ  %ProgramFiles¥a\indows [
s 0 ShellCompatibility ‘E
. ShellServiceObjectDelayload
bl Sidebar
>+ L SideBySide
“ ) SMDEn
b L SN
Stilllmage
b - Synchgr
oy - :

Compute AHKEY_LOCAL_MACHIMNEYSOFTWAREYMicros oft\Wind ows\CurrentiersiontRun

7unY "add"-annn oy "Reg" NTIP92 wnnwn NT NNONYT XY NIX §'0INYT [*1ynn oN'l

Reg add HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v
Virus /d %$temp%\virus.exe

AWK "%temp\virus.exe"-yn7 W'Y yaipn Dipm DX 7200 "Virus" owa ) TV 9f0In nTIpon

.N7V9NN N>WN N1'V0 Nya Dy 72 [yu'

,"explorer.exe" IX "svchosts.exe"-[12> D'TIYN NINS NNV IYNNY' D'P'TA IXYI D'0N'IY |AIND
Y2170 OXN 7271 (YN NDWnn INIX Yairn oipm) Data-7 012mn )y nn pImY? TINn a1wn D71

N7 IX D7V90N0 NoWwN'? 'Y PR 7N

,(DMPNN 2712) ANT N7IY9 X ,NIND Y191 DN WIN'WN ,DIYNN IV AR NINN9N TIY D'y

DN NINNSNN

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices
HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce\Setup

:N2N NNO9NN DA D', XP-n2v9nn Nd>vna

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnceEx

N1'Vo NIV'Y - 0'oIN'l
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1IVO' 0'XAN 0DV ,N7V9NN NDIYN N1'WO Nva Y0' 710 NINNSnn NNN mMpm' TWUKR 0PN D

(NTIEON DX XN MDD WUNNWNAN) '9'¥90 UNNwn N1'W0 Nya N

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\RunServices
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce

AWK ,NNT |9INQ ANINNN NNo9N nw' Server2003-1 NT, XP-n'7y9nn NdYN NNN DIYN T

:NIN NNONN ,WNNYNN NIXN NYRAPY IWIPNN userinit.exe Yalzn DX [IV0Y7 IT7oN

HKEY LOCAL MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon

Yalpn 9w Dipmn dNR? (7'09) " D'9'0In TINA VIYD  NNIY NIYYR79X INNTYA [1IyuY? 1Al

INNAIT?,[1V0Y7 121¥02W DXPY7ORN 7Y DIR'AN DX 12 0'9'0INI userinit.exe

$windir%\system32\userinit.exe, $temp%virus.exe

NN'YN QMY 071D DX TN 0'¥AFN NN DD TV NMI'YY NINNSANN 0'DN 75 N1'W0 NK7

"Startup” yY¥INN NNN XI¥xN7 TWOX 7"I0 Nn'wan DR NDwnn 710 9y 9pn% oA naTion

:Msconfig.exe n'x¥j''79x2

&) System Configuration - ﬁ
| General | Boot | Services | Startup | Tools |
Startup Item Marif acturer Cormmand e =
| WinZip WinZip Comput, ..  C:IPROGRA~1\WInZip| WZQKPICK EXE C
] Adabe Systems, Inc. Ad...  Adobe System...  CHPROGRA~1|COMMON~11Adobe{CALIBR~. .. €| _
[¥] 1SUSPM Startup Unknown "Ci\Program Files\Comrmon Files\InstallShigldl,.. H~
DAEMON Tools Lite DT Soft Ltd “C:\Program Files\DAEMON Tools Liteldaemon,.. H
| Windows Defender Microsoft Corp...  %%ProgramFiles%\Windows Defender\M3a5C... H
| GrooweMonitor Utility Microsoft Corp...  “C:\Program Files\Microsoft Officel Officel 21G... H
/] Inkel(R) Common User In... Inkel Carporation  C:\Windowslsystem32\igfxtray. exe H
V] Intel(R) Common User In... Intel Carporation  C:iWindowsisystem32|hkemd, exe H
(V] Irtel(R) Common User In... Intel Corporation  C:\Windows\system32\igfxpers.exe H
V] HD Audio Contral Parel Realtek Semico,..  REHDVCpl.exe H
T & smmmbiam Pumimibim m Phmg i Coimmmbims Tma ol Py mmn Bl sAS om m il S TOA S i, THE =, (v S
4 il b
[ Enableal | | Disableal
(ok  J[ concel ][ ooy |[ rHew
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Autorun Auto&Play

NIX 19WY7 151 0¥ "omTrnn” 0'oN'l 071N AWK 0DV NINNSA 19501 TIY 7011 DIY"N NIy
X ,D"MI0N WNNYN NNANNN IX N7V90N NdIyNn N7y Nya 01yLl X7 27X 0D 00N IR
"N1pN" Ni'wo Y MY 11O 2'o0nnN 0MYD 7Y 11 190N 0'MYPNNN D'YNR 070 7R 0D

NAAIT? ,NY7INN NNIR 7Y

N2 WNNWNAN MWL NIXN AT'RY "I DD I (N7 17'9K) 212 72 I8 USB |7Nin N01dN Ny
DTV |ND2'0 VIX'Y ,NNITNN 0 NTYA 2120 NN ,Media-n [A17 yT'n N1'WO) IMIX NIN97 "o
TANT7 YT DYDY - PR INIR IR D20 ynnwunny axan oyol 7)1, ('1D1 WinSyne-n
,N7U9NN NDwN2 "win'wn nYn' NX 27an71 wnnwnn v 7pn7 o1 yxa? n7ive irx nown?

:NIN NWON NMIXN "NDT" 2V 'RINKRD NN9NN "Autorun"-NRIp1 NIRT N71V9

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoint
s2

130 PN INIX? DUTIN" DT NINY DY NINN9N-NN 7010 Divn 1Y ,AT NNON NNN

{2328b3aa-6ac0-11de-a506-005056c00008}
{5d9p903b-4541-11de-a337-002186d01bb3}
{9916dd74-653d-11de-b8be-002186d01bb3}
{ae%9a98c3-3f2b-11de-ae4c-002186d01bb3}

DIZNN 7V O'RINK QWK NINNSA ¢ 0'DYY DAYN 0'ON'I ,NIY [PNn 7V 'RINK NNo9nn 75
wUNNUn? Nin 2y .0'N'YpEn 0Dn 7Y DRI NI IR ,N7Y90n Ndyn 21D 1) ,0'00mIT
:DW2 NNON-NN 121 ,"Autorun” :data-n DyShell :Dwa NNON-NN NNON7 9'0INT7 W' ,IT N'¥119]
-Nn W2 ,1a1ICommand :0wa NNSn-nn Ty 111 ,"Auto&Play” :data-n oy Autoplay IX Autorun
AINK '910N XINN. 21D MIX? N0 NYA [IYV7 W' DNIX D'¥Z'79KRN DI DX 9'0In7 W' (Default)

R angpblhal nIXINY

¥ Registry Editor - E@g

File Edit Miew Favorites Help

- 1. FileExts || MName Type Data

~ i LowRegistry f,!':] (Default) REG_SZ ternpivirus,exe
MenuQrder

Modules

4 | MountPoints2

. {2328b3a3a-fac0-11de-a506-005056c00008}

a1l shel

4. ) Butorun

| command [l

| [48823727-38a0-11de-ad53-B06e66e6063]

- | {488e372a-38a0-11de-ad 53-8 febfiehun3}

Lol {4d2fdcda-52c7-11de-adB0-002186d01kb 3}
{509b903b-4541-11de-3337-002186d01bb3}
{6f1FF62c-670f-11ce-Boc2-005056c00008}

< L {7TRd521d-38af-11de-04f6- 206 AfEe 6I63] i

ComputerhHKEY_CURRENT_USERNSoftware\Microsoft\WindowshCurrenthersion’\ExplorerhountPoints 4 2328k 3aa-6ac0-11de-a506-005056c00008 Prshellhautoruntcommand
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"C" ja1Pn 72y DMy N¥'N7 nynwn nod D "x¥7 awn .on'n YN C a7 wnnwn 7w N0 701,71
"I ' AN NX'NY 'V RNAIT? 0NN 7w NXINY DNAn X7 NINX )1T2 00D 7D 7w awnna

0NN 7w ¥ nNan X7 "C:\"-7 owi Run-7 own Start-7 N0 IX "explore

[DIXQ NINT N'AI712002 WNNWNT? 0'ANI DWY7INI D'0N' 271,911 DI NTA 1'X'DN DX 7027 0T '
Mountpoint2-2 DM"pN NINN9AN 72 NX PNRINY DHXX YAIR 1IN 0T DNIYY? "WONY nn '
VA1 AUNNAY TYN W'Y DYD 701 ,|9IX 702,071V NdWwnnw Dy 751 IMIN [1Iv0Y7 Ndwwnnn wjpall

010N DIYYR DR INRT7 )21,NRT T2 NIMYEn NINNONY NdY7 Ymm -p'tn nr'ka

AUTORUN.INF

2vuonnw 1'¥'D TIY XINIL,NNIZN 7Y 0'¥270 NN 'V NDNNIY NfAI71200 TIV 0Y7¥I0 D'Y2INI DoN'
N"Z'N1 NYONN 0'¥17n NdyN ,Awnn? USB |PNn DMANNY yanaw Kin [I'van ,Auto&Play-n NN
7"30 yaipan (Avnn X7 N1 R ,+H +S +R 11'oRn 0y Nt RINQ17) Autorun.inf DwA yaip 19w waiwn
V5N 7Y ITIPONI INIXN 2V 'KINKX YAIPN .|7NN INIX? ONYNN D'¥APN DDA DAY T NNl

:AutoPlay-n

Mixed content options

Flay
using Windows Media Player

Import pictures

E@’il‘l using Windows

= View pictures
rﬁﬂ using Windows

General options

Open folder to view files
H l using Windows Explorer

7% Speed up my system
W using Windows ReadyBoost

Set AutoPlay defaults in Control Panel
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:Autorun.inf yau'7 7317 ,ini '¥a 1'DTAN [DIXA 112 YAIZN N1AN

[autorun]

open=virus.exe

icon=folder.ico

label="Open folder to view files"

,0'¥272 N''OX7 NNWOK 12 0110071, Autoplay-n 09N NX [IVOY7 D'¥APN NDWN? TA' XAN PINN
wnNwnnw NMpna ,"Open folder to view files"-1T"7 21N N nn DA [2IMdI1L Y91 IR DT YaP!
AIX'7 DX X7 0NN AN NP YOI (virus.exe) ONYIN - "0f¥apa ntox" 7w nNworN 7y yn'?
wUNNYNNI NP7N AN N71V9NY 1O 0'¥aZa N'oX7 USB-n 21D IR NIND'7 DA 0N'I7 T XIN TYN

.n0my7 27 0w o XY
npPNN 2% ,Autoplay-n 095N WNNWNT? N7U90n NDIWNN YiIIN? W' NRT NINWONX 7017 'DOa
"'V NINT Y¥27 WWON .('1D1 SMARTCARD ,USB ,FLOOPY ,CD 7'213) n'¥apn

:Vista-2a

.DIpPNNN 727 "Take no action" NN nwi,"Autoplay”-7 Nn0*1) nwi "Control Panel"-7 n0'1)

=D g
= M e w
@U'HE v Control Panel » AutoPlay - | "f| Search pl
File  Edit  ‘iew Tools Help
_ .
Choose what happens when you insert each type of media or device © -

[¥] Use AutoPlay for all media and devices

Media

(& Audio CD

’Q Take no action v]
@& Enhanced audic CD

’Q Take no action v]

l & DVD movie

[Q Take no action vl
# Enhanced DVD movie

[0 Take no action vl

Software and games

Q Take no actian Vl
|| Pictures

’Q Take no action Vl
[E| Video files

’Q Take no action Vl
|4| Audio files

[ Save ] [ LCancel
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:XP-2
W' YIoIny 019N L"Properties"-2 NN DWI 1D 7Y ' N9 owl "My computer”-7 n0')
TXI "Select an Action to perform" NX |n07 w' "Actions" n'unn nnn ,"AutoPlay" yxina 1in1Y

700 'y NN NIXNN DX AR "OK" ™1 "Apply" 7V nx¥'n'%7 ."Take no action" NX 1IN2Y7

-0 VNI9N NX 117 Y'9PN7 D'¥AEN NDWNN YINN DINIX 1MAXNY n71y9N In'p'aon X7 N7 D'y
05NNV D ,Autorun.inf-n YaI IR YN71 MNKYT NN yann X7 X'N 728 ,09'1 210 nTY ,AutoPlay

YD TV 0NN AR - VIOl KY

D'77 DYI2'Y 0'1DN7 W' ,NRXIN K'Y Autorun.inf-n '¥ap 70 NX yn7 0'¥aEn nd>wnn yvian? *ma

:N2N NNO5NY7 VINY W' ,DIYNN IY? DN01DIY INKT .N7Y9NN NN 7Y DIYAN Iyl

HKEY_LOCAL_MACHINE\SOFTWARE\Mi crosoft\Windows
NT\CurrentVersion\IniFileMapping\Autorun.inf

:N2N WD DR YR 01007 W DN INKRYT LNIRIXY W' -0vp X7 "Autorun.inf" nnonn-Nn ox

[ @="@sYS:DoesNotExist"

772 Autorun.inf-n '¥ap NX ANX7 NOIN X7 D'¥aPN NN ,N7YN N7Y9NN NdIYNY NXAN Y9N

2NN nain' TWWx Dpnnn

2§ Registry Editor - - ——_ P— e
Eile Edit View Favorites Help
“ | FontDPI * || Name Type Data
FantLink ] (Default) REG_SZ @="SrS:DoesMatExdst”

| FontMapper

. Fonts

FontSubstitutes

. GRE_Initialize

I
b+ |, Image File Execution Options
- . IniFilehMapping
Autorun.inf
. controlini
KeyboardLayout.ini
. regedt32ini
Lo systermiini

s Ly wirini e

Computer\HKEY_LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows MTACurrentVersion\IniFilebap ping\Sutorun.inf
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System Services

N'N WK "D Y 99 NI0oIN AMIFNYWOKRA 11 19011717 91X N1 n7Y5Nn DN
DI'D'N IX D207 Yana NN NNY IX 7017 0'kINRN omiwt on ("Services") 17X D'NN'Y .AxXMn
N2IWNN Y2 0¥ 17X 01D L'1D1 7101 NP Ao Lvnw [ Nvn ) wn'? nd ,0'e'Ne0
MN'Y DY TN DAXY NN [IYU7 "D AT 'SIX 0'AY97 0'7¥1n 0'W7INI 0'oN' .|'V7 D'R11 K71 LYNDI

.N71V N>WNNY DYD 701 nYY' DNW AIRT? )01, N0Wwnn

DIY'N NX 17 19'0IN us1o0NPM ,N7U9NN Nd>IyN Dy TN DYV ONNWY 17'R NIKYY D]

.C:\Windows\System32 :2 npinnn Services.msc

NNOSNN NNN ,0iIY"n )Ivn 7"10 nn'wan NX np|'7 oly'n

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\

‘X2nN |9IX2 "N NNO5NN N1an

ErrorControl [REG SZ]
ImagePath [REG_DWORD]
ObjectName [REG EXPAND SZ]
Start [REG_DWORD]
Type [REG_DWORD]

YON7 WHINIXK DIYYD 7Y DIR'AN DR NIY - ImagePath o
.D'MN'YN 701N VDI TWR NN'YN 7Y Y DX IY - ObjectName o
('P1rnovnn N1Wwo Ny L7010 ,NVNIVIX ,NIT) XN AI0 - Start e

("0Mp L7 0) nikawn NN - Error e

) (S| |

@“ Registry Editor
Eile Edit Miew Favorites Help

. wigide
Wirus

. wmci
winkbd

. wmm
WhinetAdapter

. WMnetBridge

. WMnetDHCP
WhAnetuserif
Wihinare

bl WhButhdService

@

4 [

] 3

usbvideo [« Mame Type Data
. UxSms 8] (Default) REG_SZ fvalue not set)
y vds 74| ErrarControl REG_DWORD 000000001 (1)
1 :rzaaSM 35| ImagePath REG_EXPAND_SZ  %temp¥iwirus.exe
1 visagp Qﬂobjectl\.lame REG_SZ LocalSystem
intT 4] start REG_DWORD 000000002 (2)
4] Type REG_DWORD 000000010 (16)

Computer\HEEY_LOCAL_MACHINENSYSTEM CurrentControlSeth Service stiirus
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AwoNnn "SC.exe" DWA |V 72 TIY 19'0IN USIONP™M X T [DIXA NN'WN NX §'0INT7 NNYOR W'
WUNNWYNY? W' 170900 NDWN? NN q'0IN7 11 .7'W' 7T 91X NN'W 7W D'l N90IN y¥aY

(NTIEON MIYW NT) Xan DIXA 'D]

sc.exe create "Virus" binPath= "$temp%\virus.exe" start= "auto"

U NN'Y 2InnY? A %temp%\virus.exe Yalpn Da YII' n7u9nn Ndwn 7w nawo o1, I'woun

:NQN 91X 701 wnnwiny

sc.exe delete "Virus"

IN DN 75 ¥ Nimw ,0'a0n NiNo Ny Ninvwa DnxyY IXT?' 0'oIN'l a7 D Pt WAl

.D"7|7 D'"N'Y QY 0D'N'MKX D'DIW'U/D'WPJ

C. Services —— SHECE X
Eile  Action iew Help

e |[EEa=HE »anw

S Services (Local) || pame Description Status Startup Type  Log On &s i
S Wirtual Disk Provides management services for disks, volu.., Manual Local Systern

Automatic e

S Whhware Agent Ser., Wihware Agent Service tanual Local System
Lo Whdware Suthoriza,, Authorization and authentication service for st Started Automatic Local Systern
S Whdware DHCP Ser., DHCP service for virtual netiorks Started Automatic Local Systern
S Whhware NAT Serv.,  Metwork address translation for virtual networks  Started Autornatic Local System
SaVolume Shadow C... Manages and implements Volurme Shadow Co.., Manual Local Systern
LiWebClient Enables Windows-based programs to create, a..  Started Autornatic Local Sepvice
S Windows Audio Manages audio for Windows-based programs, .. Started Automatic Local Service
SaWindows Audio B Manages audio devices for the Windows Audi...  Started Automatic Local Systern
S Windowes Backup Provides Windows Backup and Restare capabil... tanual Local System
Lo Windows CardSpa., Securely enables the creation, management, a.. Manual Local Systern
Lo Windows Color Sy, The WesPluglnService service hosts third-party.. Manual Local Service
SeWindows Connect.. Actas a Registrar, issues network credential to .. Manual Local Service
Lo Windows Defender  Scan your computer for unmanted softueare, sc... Automatic Local Systern I
LaWindows Driver P, Manages user-mode driver host processes Started Autornatic Local System =
S WWindows Ervor Re., Allowes errors to be reported when programs st Started Automatic Local Systern m
Lo Windows Event .. This service manages persistent subscriptions . Manual MNetwaork Service
S Windows Event Log  This service manages events and event logs, It Started Autornatic Local Service
SoMindowes Firewall  Mindows Firewall helos orotect wour comouter.,,  Started Autornatic Local Service S
Enended_)\Standard/
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Image File Execution Options

D'V7INN "ANIY AWOKRN 710 p2 (121 Win'y ,0Y7Imn anin My 210 210 7811 YWUR Y TIY Y
Binary IX API Hooking [120 NIV'WA wNNWNYT 220 NIXTI DMI0N YAl NXN 7V NX7n NI07nwn y¥as?

.DIYMN NI 70 Dnix Image File Execution Options-2 0'Dwn '11'w 'y 07X Code Injection

X2N NNSNA 0"y ,D1Yn NIV

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image
File Execution Options

-INIX YNON7 DX INWY Dyo 'Dw D, Msconfig.exe yalzn 7y "nivnwn" vxa? 7un nx1 ox
DIYNIN NIV 9'onl ,Calc.exe N1 - 7w NY72INN DX YN ,Msconfig-n IR YIn? DIpna ,ndvnn
DIZ'AN N N0, "Debugger” nwa (String Type) NTINNN 11X 1DINAL,"msconfig.exe" WA NNoON

7w NY7INn v

$windir$\system32\calc.exe

.Calc.exe-117w NY2INN YINN Mina (RINY [9IX 72) Msconfig-n NX 7'v9' Inww 0y 751 ,1'wdun

ATam Notepad 7wn? -yalp 7w ovion 10 yNn? NNTamMy nirnin "pan" un? ox ,)on e
DNIZNAL XN X7 N7RN D'¥APN ,0'¥]p DNIX DX X' DY9 702 - ".txt" nnrro *7ya nyayp ynn

119U NY2Imn ynn
NN Cmd ,Notepad ,Msconfig ,Taskmgr-n NX jp'va "2'aTn?" *1D2 1T N1IdN2 D'wNNwn 0ol

JmiT

1" %2-21 %1-1 D"PY YN DX NIXN DA [0 [07W XN 7228 DT 91X 1201 WX D'Y72IN 2w
YNN 17w ny72imn oa ,1.txt X yn7 n¥1ai,Notepad.exe IR "'aT1" DRY )0 - N78d DN 7ava

WA NIND NI 07 WO N7 "NI9RWY?" qroin 1aTN 21,YARN ININ DA
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nid'o

DN )0 LI7K 0T N7 2WN P71,97INN AT 7002 NITTAI NITA Y 0NN N7 NIv'Y
IX ON'IN IN'RT7 712107 221 DI'N 'MAYNY DR122102 210 WI9'N - [DTIVA 0NYI-'0IX YNINT7 [N X7 DNl

.NNN0NA 7707 Y01, V71NN

"'y NI7¥1IM AWK Windows n7y5nn NdIYN2A NN TWR NIMAIZII0V1 DDYT 190N 'NAXN 0T VoL
MX N7R "NI0'WY" 1D DTN 2IWN .DNI7'Y' IR 1107 721 0NN IR DR 197 ©1D1 07N 0o’
21 190N -1'RIY IND X ,N7Y9NN NDWNA 17W "Uim'wn NN DR 19WY"-1wnnwnn v 7pn% 'a
NI YUNNY' ONMNY 720w 2IwNnY? N1 LI7R 02N 90N WIin'y 0'wyan "o o'min v
NN MY' ON'IN INIRY 720W - D17 TIKN 2IWN X ,7T20 "N IR D NANY 120 D 1 10N

.N7AN' XKINW D"ID'0N 1772 7D ,IN2"20
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RFID Hacking

(cp77fk4r) 7x'00p 7'9X NXN

nNTIN

7w 11X INT RFID .RFID :NdT N7'nN2a TIy Yand NR¥NIY n'on' "nwTn"” nfa171mou 9y 1am oirn
[7N0 'V 2V "arm w9 ' a2y anopR it ik ntw Radio Frequency Identification
NID IT DP2TA NINKA VNN ('Y .NINT? DY INIRY YON ININT D T'NXAY (N0 N2 d) [uj

JONN RPN 122122 7V T0INTR [DINA N7Y DT IR DNTYN DRaTRn - TN Py

1197 DNXNIN X'N - AT NN 12D NNYE DAI7ID0N D ?PNIROINA "AWTN" N'7'an DX 'Mand nn?
,MINNKRYT 71,7700 21W7 102170 'R K7 RWIDD -TIRDMINE 7T, NM7YN APy X ,MIY XN 0Ynd
YN -12T 72 101,0TY NIMON NIV ,NXIXD 11AXY7 [1'van 700 ,2000 NIw NX DITTIA DY D

29990 PIYY T DR NNO9Y 17'NNN UKRY OX7Y TY TIVI TIY NNIR WTAY N7¥n

7' Y1 Ny

YIX2A RFID 7w 'NITR WIN'Y QWK MIYPNN Twn (2007 N7'nN 1197 N¥y) ,Wi7¢ 0'NIY 1197 W2

.NN97 7'nNnin 71wni (915-917MHz DTN NYIR)

:0"P'Y D'P7N W7 NR7inn n>wnn ‘7D

[OJINAN YT'AN DX YTY? 72100 TWN |07 N2 NAITA - (Twnn - "nap 'an") - Transponders o
NMIVINNILYTNAN DX [0OXRNN |V 1AYN ,0"P'Y 077N 7WUN 2571IN AT AN 72 ,'0INTX 91N 1'7Y
DIYY? 721NN N K7 ANN 2177 ,0aWn 7Y |0dINAN VTN DR 1TY? NT'R9NY NRIX'N/NNao
-D'0'0IdN K1 Y'ONY '01AN-NVFZIRN NTYUNN 727N XINY N2ANIXA WNNY!' KINTE,NIR N
2MNN 1'R QTN X
NLW ,NQ'ND7 DAl NRMP? DA 0'9''¥1,TA72 NRNP7 0'9''Y,0'9''Y 1A10 TWN TNX DNPNIN AN ‘702
NNWOK I'79YW 12U 7¢ *TIN'D TI7N |0JIXA 12W 11070 W' DAY NN 9''Y 707 I8 ,2MB-) 7w

'722m narmon

RFID Hacking
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077N 0'MYODYT) NIIX'N IX NN NIVIXRT? JaINN 077N - (V71PN - "NapE 'RIR") - Interrogator
-NUVPIN DTV Y'9N DA VY?PAN L(IN7'Y' IR 19Y7 T2 NNVIR 7W NANN 15017 JaINn Ay
NN 'AN7 DRNIND PN WNWT T 27'90nn 7TIa 170 X N'oN' |V7 '9'¥90 1TNA '01AN

,N'0IN NIXD ,AWNNY 770 10T 2NN My nfd XIED LIN2MA0a 0PRYNIN

NIX 701MY NWN NIX 79010 YWR '"T21 Blue-Tooth IX Wi-Fi MITWN 23 7V N'0IN-78 NNI¥a IX

.0ININ

:RFID 'an 7w 0210 190N om'yp

02T DIYW TYUN X7 RIN 720 23N NONIR NIRT,NANIX 70 DIY X77 RFID N'an - Passive TAG
YTN DR TYUNL -7V [V01 KIN 0'0'01IN KIP 7W '01AN-NURIRN NTY7 0101 KINW TNKR7 11
[AT 222 N7W yTn DR TYY 271D RN )I1,NMANIR Ipn? DNainnn RFID n'an - Active TAG

L02aN NTY 750 71NN NNRINN RN 12Y 23N DA 1N
N'N YTNN IT'Y DX 72K N'oN' MV N77102 NYNNWN TWX RFID n'an - "Semi Active TAG"

.(0*o'uvdN hallT] v 010N NTUN |IJD) NIIX'N N'ANIX NIVXNX]D 1yxan

ni7nn |'"'9INNI ,NIY |7IT’IYJ'7 1TYN '7.1-']'1IN 75 ,01W 72-D7IX NYaNA o'wnnwn RFID-n an oI

.01V DDX7 wnwn P71 N

7 PNN7 7 TYN L (YR D2) DI'D WIN'WA NI N Thin Low Frequency-2 oni'n - KHz 125
,DY9 721 NNX NAN 7¢ RPN NI DY TTIANNY 721010 12'K1,AN'72 10N'010 DYITY TV
10'01D ,NINDI AIYY ,N7T7 D010 NNOND 7wUn7 1ND - NINIY 10D NZa NDYNYT 7'Vl wnwn

CIDETRIYWN
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?TaIY DTN

NI ,NAINDN MWL ,'7W [9T9TA NI IR TR ,www.whatever.com :Dwa INXK7 Y'an? nxN "X DX
221010 XINW NN 1P N2IMDA N9 121 K7 D ,NRT NAIMDY 12ANNN7 YTIF X7 2wnnn ANKN N2IMD
17¥ NN'wNa 7TI2 DNS-N MW .NRTN NAIMDN 227 INIR YRwnni ,DNS-n Nw'% wan NXIn X ,|1any
wa Y [9T9TN TR .AWNNYT IP-n N2IMD DX 1'TNAL,NAA7 78w XINw NAIMdN oYW 1P Ny

VTN DR A'WNT 712 HTTP nwiza n721W1 IP-n nainde?
1710192 NNVAXN KW 7V TINA NIY'OYN TWWR NITAY NWITY [*X¥7 21wN - 12000 1197

TNN T¥NW 12T ,7Thn 112D UDP 1a-7v ¥ DNS-N 2171009 ,nnfna YN 'onw 'Da e
'K NNVAND NAITAYD NNYXY D112 D2 X, NN INIK 12T

DX N7IY KIN DAY "RNITIRY 01192 NI DNS-N MW, NIMRN "My IR NET07 ' e
NNM2D,727' N7IWN VTN DX IR ,VTNAN DX 17 1TNNYT AWON D' AT 019NN 711,y Tnn
.53 0I91,7TNN

[PX D NWT? 7221' RIN,NAIWNT 19X NTYVA W, TN ID 271N DNS-N DY 7INUN ‘D e

JINWUD KIN ININY DMWY 1IN

DNS-n M7 wal (www.whatever.com) N1’ namd 7apn (1.1.1.1) awnnn - IUXY A7

NYPAN DR NI7YY NO'RT NYT7 D2 NNl NAIM>Y NNIX DAONY
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TNNIL 727 KINW NAUNON MoV (IP) nminin namd nrR? 19w nn'wna 272 DNS-n nw - nw AYw

$(1.1.1.1) 71w (2.2.2.2) ARXINN DX

1.1.11

21N 1N wizani DNS-N Nwn 727 XINY DAY wan v - whvw e

Request

Response

65

DNS Cache Poisoning

www.DigitalWhisper.co.il
2009 Nanan ,2 it


http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/

Technoloagic

7¢ N'MMNN NN DR NYT? 720 ,wpa XInY yTnn DX 73pm (1.1.1.1) wpann awnnn 7D
1127 DNS-N MW NIX INUN7 "WON [NOTVAL,NINIYAY 7 021 010 DIY' DNS-N 7110092 .2.2.2.2

DMWY W e 2N MY (1A 07101 NN'Y
:NAIT? Nnivwn

DY MIR7YW IP-NNAMD-A e
JURITD NP DNYY Y RN DWUN -MX e
J"MITINIR AT YTN-NS e

DY INIR 7Y IPv6-N NAIMD - AAAA e

29750 |I'VAN NIX DNIAN X NINYA TIY

NINXN) DR ['MITN NAND) NYRAY YyT'NN DX MWL 'K D 'an DNS-n My [l 0favna
7Ixwn yxani N nir7ai7a niaumd 7onn L i'vnw DNS-N v N 7Rwnn NN L (rmimrvna

Jptrmn NAMD7 Y an XINW Ty aronnN

'O N 2INUNN

subdomain.whatever.edu.org.il :nXan N2INDN 227 NYWN DX N17XWN1 N

2INUN YXIN RIN TR, |"AIT MIX 7 IP-0 N2IMD NN awm 17 '’RY 0221 DNS-N MY - Xnarmn NIx?
My MINAY (root) 'URIN NNWY VA RIN,NNAIT? .1"7wnw DNS 'MW (INIK N7RWN NNIXY 1ND 71'T2)

.NN2AITAN NAMDN DX 11N KIN DX INIXK 7R, nThH

iV 'RONKY M DR DN IR 7ARAUIM Y7 PRGINRYAYT 7 TArMun e

NN 7R NINY NAIWNN ,N7RWUN DNIR DR INIR 72800 0 'RNDRY M 78 M9 awnnn e
"org.il :7V '"RONNY " NN DN IR 72K ,2UIm Y7 'R ,'INR vt -nniT

-AXON 7w IP-0 NaIMd NN INIK 7R www.whatever.edu.org.il :7 yv'ar XInw TV AR D e
subdomain.whatever.edu.org.il :|'"nIT

2UNN ININA VTN NI7YY/URrat 721w ' 12 1'% DNIK N7W' RIN NAIWNN DX 727 KINWD e
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75 ninaw oo Tl Root Servers -D'RIPAN DMWY 13-7 D'tpann DNS-n 'nw 75,1007 7w 19102

JNNN IR T NMIXA VTN NIan

Caching -n |1121n

,0"PY DMION ['NIT 7Y IP NAIND A'wn NMYNY INXR7Y 1) ,Caching (112 nw',ji'van NX 7u7 "1
qQI7w7 221" KIN -NAIMDN NNIR 72V DI TIY INIR 78UN] 0K ,7)D1,(Cache-7) 'MIM'wA? INIK 9'0in XN

LAWY XINY TN 72 IR QAW YN'7 220 nnfna nnix n?
:NAIMDN 7Y IP-N NIX NNWNN WUi721W NIIYXRIN DY9

subdomain.whatever.edu.org.il
-'wdyNn X LI7W IP-0 NAIMD DX 2'WN7 *TO1 2wnn INIX? NT2 DNS-N MY 72 |2 YXNN' DX NN

NN IT'R? PITA7 N0 YXINN' X7 KIN,NAIMD NNIX 227 117 DNS-N NN DK 78N DRY DYS 751

pnY Y'7NJ IIRY INTN DX X I L7 Nn'wann NNix ’~']I'7EJ' VIYO KIN "V ['"'ITINIR P

:1And owi CMD-7 1013 D>AWNN 1NN Caching-n 210 NX N7 "1

ipconfig /displaydns

JIMIYN 150NN 0'acIm 0'p17an ,DNS-n '019 7w 0172 TIRN NN 173N

INQAIT? NnivN

stun2.1l.google.com

Record Name . . . . . : stun2.l.google.com
Record Type . . . . . : 1

Time To Live . . . . : 234

Data Length . . . . . : 4

Section . . . . . . . : Answer

A (Host) Record . . . : 209.85.137.126

IN¥N2 Y2aIPn ,DNS 21N T 91N NDWNY 1TANY IWON INNTYA WK YAl D' [ InD

$windir%\system32\drivers\etc

Hosts (Inwi
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DNN N™7RY DNS-N NAIMD NN 7RI L,(ARV IX) NN LIP-0 NAIMD DX 12N VIYS DM 9'0InY "M

IP-n naImd nx "w7 0N

Y217 9102 NNAN NMIYN DX 19'0IN NNAIT? DX

209.85.129.147 www.microsoft.co.il

NN N7 IP-0 NQINDY7 NYRan DR N7YUN NN 7R 0910 7w NaIMdY PING 1wyni
2w IP-n NID 7R 09100 7w NaMDY? Dnon'w IP-n) 7a1an naIan 172an 0NN Hosts-n yalza
NAIND7 NOMDI [9TOTN N7Y9N 'V ,'WNIN NI' [9IN] AT DX NIXYY? TWON (722 7¢ 1Mwn TNX
DX IXON URL-N MiIvaw NNnY? 7213 7¢ naan Tmy Nx 07 ax [9719Tn ,"www.microsoft.co.il"
NNYY1,NTN Y27 Yy1anT Nyt DT NRid oy Inymn oOx DR N 28 0910NP'M 7w namnn
N¥NIY ,007W 7120 7w (Mirror Site) NN ANKXR 7w NAIMDY ,007W 7220 7w NN NAIMD DX

?72N X7 .90 T VA, 007 7220 YNRA IWTPNY VTN 7D 797inn 7w Iniyaa

NX 1ANDI CMD-7 21w 10150 ,007¢ NdWNN 7w Cache-n 112102 MWD YT DX NI7Y DA

NN NTIRZON

ipconfig /flushdns

YaIpn D ?0n7 2211 W ANKRN DX 72PN TV 7R 0D10NR' 7Y NAIMDY 100N DRY 17 In'Y

NY7R qon KIN,N7v9nn Nd>wn 7w DNS Cache-n Ndwn'? NIWi7 X7 Hosts

nYU7INN

N ,NYIY KINW DN DR DTN D'NnRY DRIMan NN nx o0 ' 9707 v Caching-n jnam
QrunNw ,"NTi?" nd>wn X' Caching-n nd>yn .DNS-n 21710092 N1'¥Y AWRIN AXIF DA NIN

ANI'Y NN NDTIVA INWNY

NN YUP21wd7 170NN DK XP7 "1 N7ER INIK NYN XD, YTN YT N77N1 R'NWD) ,NONIR DNT
NO7NNNY MY 7w NaIMd ,7un?) PTIVA YyT'Nl 7NN X' DNl DN7nal TNy yTan NN

¢ NNTIEN NAIMDN) W VTRN DX 97NN, NDTIVA K7 KDY AN K0 (npm 1y niapya
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v NY7IND DA NIND X TIRA D9 |IVIN .07 K'Y WTRN VTN ,NNIYNAY (D7¥X,Nwn
YIN) '0INIX VTN PRY NNR? 720 n72p K'Y wTNn yTn DX TN noavnn 2ipionsn
NN N'D,N7A7 K'Y AWTNN NAUMDAY i) L(n71an 751 nwa WX ID 1900 INIXK [amndn

.UDP niI7an wim'win Xin 0'ya 9'0Inn 12T .DWN 27U NMIpnn NaImdn

7w DNS-N MY N7w INIRY Packet-n 7w ID-n 190N NX wN17 N'Y7¥' QpINN ,'nw'?0 0T OX D
IX) 2w YT 0y NN 17w DNS-N Mw? 'TNn% 'O 1T 2'90Nn N XINLL1'7yn DNS-n Ny
,]121 ID-NW D2 79N0N K7X ,'MMKX 1727 X'NY YyT'NNY NNXRY N0IN X7 Ndwnn L(j10in ID-n Dy
(nopnnn ow [xont1) "'van?" D1 gpinn 3 N qpInnw yTna n7w Cache-n 12 NX PTYNI
D'TIZ 0'7'ON TWKR D'NMIYY? 0NN U720 DR 17218 AWR NI9YTA NIInd1a 17w DNS-n nn'wn N

.'019 NN 211A7 721 -D'"A'0P'S D'INX IR, 0MITT

7¢ 7220 N2IND DA MpPNY XR'NY www.Bank.com :NaINdN DX 7'WANT7 Qpinn DY DX CRNAIT
w2120 7220 INIX 7 (Mirror) NXIN DK 1'7V |0ORN TWR DY 7 [P-0 NQINDA NNIX 970 ,W7a0
NN IN2AMD 7 y*axn URL-N NAIMD) NIpnn INRA K71 RN DX N2ITA PR D NYT? 2210 ’Y
NINW YT 722 OXYAI,N1IAN 17 VTN 2'07'90 NIYWN L7120 |*NIT7 PING N7¢' XIN DX DA (7120 7w

I97INN T X¥NIY 2'07'9N INN7E,'0R'9N NIYY Yan Tnn www.Bank.com :1naimd7 n7w!

NOPNNA [9IN

NIMPY NIV 1Y 02X Qinn '191,10'RY 19D

MY NX 78WNY 172 DNS-N MW wnnwn 1AW Source Port-n NN NYT71'7y @
1'7unw DNS-N

1"unw DNS-N MW DX 78WUNYT *TO2 wnnwn DNS-N MW DY ID-n nn nyT7 17y e
NN .NINWUN 1R 72DmMn YT oY NIWNN DX NI7YY MY qpinn 1'98 Destination Port-n
N7 MYONR ,NNT DY INL|07 X7 MANK DINN 2TAY D0 ,VIa17 72K ,'71ImK

1"unw DNS-n MY NX 78WNY? '1O2 DNS-N MY wnnwn 12 ID-N NIX XIXAT XD DApyn nan

.NATA T2V 11101 20T NIK NIYYYZ TWON 'R
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NNN NNIX 179N (DN NX¥'Mmin Wireshark n1dimn) o'y noTivnn Sniffer-n N1dIin NX INNo

dns :q0%'9n

"'y 027w Nd>wnn 7w DNS-n 7w Cache-n N 1N ,"CMD" 7 1010

Ipconfig /flushdns

72127 21'9 IN7WI

IPing WWW.google.com

nownn LNn7w DNS-n ndvn 7w Cache-n NX nNgnnw 7722 .71vx7? 7'nn' Wireshark-nw |amo

.0>"7unw DNS-N MW NX N'7XWUN N'N TR ,google.com NT M 1127 n¥'7\a

D'V9N 7Y 17ON0N1,NN7WIY NIWRIN "Standard Query A" n N'7'an NX wonai ,Wireshark-7 wan
-0 NX -DN"NXIEL,UDP-n 7w Headers-n NX I'NX LIP-n 7w Headers-n NX IXON n7nnina .
NT NY7NN'YTAY ,0x9B00 :XIN N Y¥X .WN17 1Y 7Y QRIMnY an pirTa anlk, "Transaction ID"

39680 ;12

Eile Edit Wiew Go Capture Analyze Statistics  Help
BEoed PREXEE AeonTL|I[ER Qaab @0 m % @

Eilter: dns * Expression.. Clear Apply

Source Destination
10 102 10.100.101.1
10.100.101.1 182.188.2.102 DNS

Mo. . Tirne Frotocal Info

Standard guery A www.goog
andard query respons

5 0. 1
4 0.038372 6l A

BN Administrator: C\Windows\system32iemd.exe =8

IC=~>ipconfig #flushdns
Mindows IP Configuration

ERSuccessfully flushed the DNS Resolver Cache.
Frame 3 (74 hbytes on wire, 74 bytes captured)

Ethernet II, src: LiteonTe_28:ec:94 (00:22:5F:28:ec: 0
Sre: 192.168.2.102 (1%2.168.2.102])
User Datagram Protocol, Src Port: 628973 (62973), Dst

lc:\>ping wa.goagle.con
int T Prot 1, [Pinging www.l.google.com [[?4.125.3%2.1861| with 32 hytes of data:
QTerner Protocn Replu from 74.125:3%.106: by 3 tine-154ns TTL-58
Reply £rom 74.125.39.106: hy 2 tine-285ns TTL-58

0 E E E

pomain Mame System (guery’)
Transaction ID: OxShoo)
@ Flags: 0x0100 (Standard query)

Reply from 74.125.39.186: by
Reply from 74.125.39.1086: by

[Ping statistics for 74.125.39.186:

2 time=175ms
2 time=162ms

TTL=58
TTL=58

Packets: Sent - 4, Received - 4, Lost - B <Bx loss).
Approximate round trip times in milli-seconds:
Minimum - 154ms, Maximum - 2B85ms, Average - 174ms

questions: 1

Answer RRs: O

Authority RRs: O

additional RRs: O

= queries

= www. google. com: Type A, class IN
Mame: www.googla. com
Type: A (Host address)
Class: IN (Ox0OOL)

ICaN2

0000 00 50 fc 3 c§ 77 00 22 5F 28 ec 94 08 00 45 00 .p...w." _(....E.
0010 00 3¢ 03 bc 00 00 80 11 04 82 c0 a8 02 66 04 64 . <ueveen -.enn f.d
Q020 65 01 F5 Fd 00 35 00 28 ad 4F[Bb 00/ 01 00 00 01 &....5.( .O......
0030 00 00 00 00 00 00 03 77 77 77 06 67 6F &F 67 6C  ....... w ww. goog
0040 65 03 63 6 6d 00 00 OL 2. com

Query Class (dns.qry.class), 2 bytes Packets: 14 Displayed: 2 Marked: 0 Drapped: 0 Profile: Default

2 7TIaa 1901 Kin ,DNS-n 71j7101N92 Packet-n 7w INI'MX NIN'K 7V 'ROINXRY 'T'N'N N2TN A7 In'w

165535-7 0 |'2 y11'7 71>' Packet-n NX NNXNY ID-N 190N¥ NINIX NNT bytes

D'91N'¥N ' 2V NPT WO, (Twn? N1 nnanit Yw nwn 'y) nuiwe Brute-Force NOpNNn NITVA

J'oN' X AT 7191 DMYOKRN
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N LI"ynw DNS-n 7w NS-n mww 197 ID-n 19010 NX KIXN? QNN 7V :qpimnn ¥ nt 17n
17 'N1,NIYN 72'7 12D KIN -78WNnn DNS-N MY nay! 1'7yny DNS-N MW DX D .qNninn Nwh
ANX7 70 DY DT LMAIT NI 227 AW 78Y DNS-N MWW NNAN DY91) AW NNIX 7IXYYT N2'0 DIY
WPNT Nwn NINS Npi7 ,DNS-N MW7 720 a¥na .(Packet-2 YTainw TTL-Q 21X AT A19'Y
qQPIN? NPI7W ATAN NINS N2YN NTI1,DMI0N ["AIT 7W IP-d NAIMD Nn 2w DX TR Y171 ,0n11)

.Packet-2 n7waw Minn ID-n X WY

D'ANITN XAXN '¥NY T2 -TINA VIYD ?ANYT¥N] NXTOW NOPNN Y¥AY7 QpInn 710" NXT 722 'K TX
DNS-n maw 2u DoS / DDoS Nopnn y¥an Awn '¥nn LID-N 190N NX NIDI wM? N0 INIYIaw

I7Rwnnn DNS-N MW7 n2IwNn DX 'TNNT MINKY

N9pPNNN [9IN DID'O
IX DX 7V ,107W Nmipnn DY Yinn D'avnn 7Y N9pnnn YIXa NN 2'YaNLINNKRY 1D
D'NNL'IDI 07172 D732 NN Paypal LEbay 1Ad ,0'9002 D'7OyNNN DNKN) D'9'¥90 DNN 7V
D'19T9T7? DTV MY ,ANVAN NIDIYNYZ DIIDTY 'MW [12D,0'¥I91 DIXINA ANVAX NIZ'AN 21DTYY
TR NI 'R QPINY NN DT, INNKY 10D1.ID-0 1900 DX KIXNY X (D1 DAY 2107V ,00NI9)

A2U1 11210 0¥ AT 2192 NIZIVO 190N VXA gRINN DX X .'D'0

N'INT 12 Y¥A7 QInn v

;71907 -1IT NopNN Myl 9pnimn DNS-n v "7un" X¥nin DNS-N MY 2V NN'W NY'an N9pnn e
2P AT NINNY )21LINIK URNYT IX

-0 NYY DNA7 21,7907 "Iyn RN DNIR N2IMDY ,qnimn DNS-N M 7w '2'oxn 7IKUN e
NI7'DNN NN 7w NP 21 1900 wnnw' DNS-N MWW 0 ,0'7IKWN 7w 21 190N NI7w'? DNS
wn? "12'0n 72 ,N17'an NI n7w DNS-N MWW 733) wina qEinn 7y 77'w nn -n21v 1D Moon
(7T27TNXID

- Brute Force vi¥'a) niw ID-N 1901 NN'Y7W 722w 7D ,N72011M NNX NAIYN W N1A'OXN NNYY e

.(ID-n 190n 7w MUY winn

TINTD NOPNNN DX YX¥A7 1M1D'0 D ,0'9'wonn TNX 722 ,ONI' N2 NI'ona o' qeimnw 700
D'7UNY7 1"1D'0 1772 D -D'AVUNN 7W INI' 21 190N 1TAY 7NN NIYA7Y 733,17 .01 -NN7¥na

NN TINY2 N9PNAN [DIX 7¢ NYIXITI NTNANT7,N9PNNN 7¢ 'MN>0 VIN'D .N9PNNN NIX
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Faked Bank Real Bank
Site Site

N51

| Real.Bank.Site=2.2.2.2: 1D = 3425 |

| Real.Bank.Site=2.2.2.2: 1D = 3426 |

| Real.Bank.Site=2.2.2.2:1D =3427 |

| Zombies 7 BotNets / Etc |
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2w IP-n namd nn (DNS1) 17w DNS-n v nX 781 (Bank Client) 71an nip? - w1 A
977 YIT X7w Transaction ID-2 wnnwn Kin ,Real.Bank.Site

.DNS2 My NX IRUNN KIN [271 WNTN VTN 702 1'K XN D n'7an DNS1 nw - nw e

DNS2 nawY (DDoS) NiN'w Ny'an Nopnn yxani ,0xanit ovan (Attacker) qpinn - 'wiw 2w
.DNS1 nx M7 1 X7 XInw ' O2

Dy DNS1 v Brute-Force mopmnn yxani ,0anit TV o*an (Attacker) qpimn - A
Real.Bank.Site 7w N'N'MKN IN2IND 227 ATID YT'N NI7ON NIAIWNN .DNS2-n (NI9*Im) NIAIwNn
Q7NN 7Y INIYI K¥N) WX 2220 7W NRON NN - Faked.Bank.Site 7w IP-n naimd>7? nnoni

.(Attacker)

,DNS2 nx 7xwnY "2 ,12 wnnwa DNS1 naww ID-n W47 Brute-Force y¥a% arn qpinn

.NN7¥N2 NOPNNN NX Y¥A7 N'7¥' XID -"TIO 190N INIX DX NI72%7 17X XID DX I

NIX 172N NIAIYNNNA NNX L9710 7W D2nItnn NIRIYWN 978 7270 DNS1 N - 'wmn A
N727N0N DX NYRAN D N KRIN 971,DNS2 N 7RUNY T2 wnnwn NIN 1AW *TIon ID-n 190n
.(Bank Client) 7220 NIj77'7 NAIWNN DX Nawnl 'MX AN

INIoN NNN X¥NY (Faked.Bank.Site) nknn "NXY? 0101 (Bank Client) 7220 nipY - '"w'w 1Y
NNANNNN '019 DX 010N LI7W 712N 7Y NIZAN IR R¥ND DX XIN D NN QpIinn 9w
NYTIN 7D IN) T2y X7 2220 DX NIPN 2y D ARAY NYTIn 7301, (Username:Password)
(yaip gpnnw

Bank ) 7220 NI 7w ninannnn ‘019 NX N7V (Faked.Bank.Site) nxmn N - 'vaw 1YY
.(Attacker) qjin'7 (Client

[AwNN '019 NX 010N ,(Real.Bank.Site) 71an 7w Nipnn ANX7 MaNNn 9EINN - 1Y QY
TIO |1IAWNY? 7120 NIZ7 7w 1900 75 NX Yaynl (Faked.Bank.Site) 17w nkNn MNkN 727 XInY

Y'iwa

977 N1017 *122 DNS-N MW7 nwpa 7Y InWMW NIDNY 2N X7 Q7INNY XN NAIYN AT TIY

NYPRA My NP7 2100 KIN ,DNS-N MY DR 7RUNN 2220 NIRY 'Mn NWT? X X7 Qrinn ,NNIR

AT NP7 'INNY1,N9PNNN DR Y¥A7 TN NAT 702 DNS-N nwY
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nMin Nw1a DNS Cache Poisoning N9pPNNA 1A UKD X ,201IN1 ["yn NINS N2IN RN
['a, Arp Poisoning natva MITM nopnn y¥a? Nn72i0'n "y AN uiws? 1910 121N |, (Intranet)
vix Myl pniann NINYwIn TN NIan 75 NX 737 NIz Awor ,DNS-n 1w 127 qpnan
AWOX NI77a ,DNS-n Mwn NTiNn NaIwNN ‘vl ,DNS-n niv'any viwo Packet Manipulating
ID-N 190N WINA X DIY 'R ,NTY NN .0'YNY DIZN 751 X¥N) XINW 2WN7 qpna7 nnat
NIODPNNI NN 'K LID-N IR WN17 )Y ['RWIL YR INIR N7IW RINY 190,12 WNNYN Qpning

.Response-n N71w 7v X71 Request-n N71W 7y X7 ,DDoS

7121 VIYS XIN ,DNS-n MW 7w Cache-n 11210 DX 7'vIN7 2N X7 QPINND DT 2¥N2YW RN DT TIY

VT 227 21,1 T DNAN YT Ni'an? Match & Replace yxanw 09170 2IN3Y7

I7'9KR "'720 ,0''"77 NNd NX'NT7 "'y DX NIDENN V¥ C"WONR ,Cain & Able 12> D1vixn 07D NTYA

.'ID1 Certificates ,nIXNO'0 |12d "|"yn" yT™M TA7 NINT? ]1DINN

DIy

Iy [9INQ XWIIN NN ['AN? 007 1ITY7 D'710'Y 0Mxn? DNIYY 1901 707 NN 9107 nyan
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