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NINAN NIYZINT D'wimmn NX 19710 2.7 Xo1an "Phoenix Exploit's Kit"-n ,xnairT?

Windows Help and Support Center Protocol Handler Vulnerability - (CVE-2010-1885)

Integer overflow in the AVM2 abcFile parser in Adobe Flash Player - (CVE-2009-1869)

Integer overflow in Adobe Flash Player 9 - (CVE-2007-0071)

IEPeers Remote Code Execution - (CVE-2009-0806)

Internet Explorer Recursive CSS Import Vulnerability - (CVE-2010-3971)

PDF Exploit - collab. collectEmailinfo - (CVE-2007-5659)

PDF Exploit - util.printf - (CVE-2008-2992)

PDF Exploit - collab.geticon - (CVE-2009-0927)

PDF Exploit - doc.media.newPlayer - (CVE-2009-4324)

PDF Exploit - LibTIFF Integer Overflow - (CVE-2010-0188)

JAVA exploit added - Java for Business JRE Trusted Method Chaining Remote Code
Execution Vulnerability - (CVE-2010-0840)

[http://labs.m86security.com/2011/06/phoenix-exploit-kit-2-7-continues-to-be-updated :1Ina nn'wIN]

NINAN NIYTINY D'winmn NX 0779 1.3.2 X011 "Eleonore Exploit Pack" nawn

MDAC ActiveX Remote Code Execution for MSIE - (CVE-2006-0003)

MS009-02 MSIE Memory Corruption - (CVE-2009-0075)

compareTo Remote Code Execution for Firefox - (CVE-2005-2265)

JNO (JS navigator Object Code) for Firefox - (CVE-2006-3677)

MS06-006 Microsoft WMP Buffer Overflow for Firefox - (CVE-2006-0005)

Font tags escape function Memory Corruption for Firefox - (CVE-2009-2477)

Telnet URI Remote File overwrite for Opera - (CVE-2004-0473)

PDF collab.getlcon Stack-based Buffer overflow for all browser - (CVE-2009-0927)

PDF Util.Printf Stack-based Buffer overflow for all browser - (CVE-2008-2992)

PDF collab.collectEmaillnfo Multiple buffer overflows for all browser - (CVE-2007-5659)

PDF Doc.media.newPlayer Use-after-free for all browser - (CVE-2009-4324)

Java calendar (Zonelnfo Untrusted applets) for all browser - (CVE-2008-5353)

[http://malwareint.blogspot.com/2010/01/state-of-art-in-eleonore-exploit-pack.html 31702 nn'wAN]
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0188
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2010-0840
http://labs.m86security.com/2011/06/phoenix-exploit-kit-2-7-continues-to-be-updated/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0003
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0075
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-2265
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-3677
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0005
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-2477
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0927
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-4324
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5353
http://malwareint.blogspot.com/2010/01/state-of-art-in-eleonore-exploit-pack.html

NNIXR7IDI9N X' NV IT'R WN1? 777) NI'D'YO0 N7V9N NIdIWYA qIPN7 NITVIMN NIdDIY DA NNy

2V D'¥N DIOTOT NO'PN? nTVI'W ,Black Hat Academy 7w ,"Bleeding Life" nd>wn md ,(...anim

2w D'POIMY NMUEn NIY7INY 4 ,001Y D'wimm aw'w N2 X0 Windows n7w9nin ndawn
[N NIW2INN LJava 'o0In2a Niwein? 2 Tivl Adobe

e PDF Util.Printf Stack-based Buffer overflow - (CVE-2008-2992)

e PDF authplay.dll and AVM2 newfunction instruction Memory Corruption - (CVE-2010-
1297)
e PDF authplay.dll unspecified vectors Memory Corruption - (CVE-2010-2884)

e PDF Exploit - LibTIFF Integer Overflow - (CVE-2010-0188)

¢ JAVA GM_Song structure uncontrolled array index Remote Code Execution - (CVE-2010-
0842)
e JAVA "Unspecified vulnerability" in the New Java Plug-in component - (CVE-2010-3552)

JINT 21707 nnimi X7 DA [N, NIYRIN 9w 20 D' 1901 N7 X7 ndawn L NIRYY [NIY Ind
DNY N"NY7 7110 D - X0NA2 KON 722 NI NINDTVAI NIPTRN NIYW7INN DX 71707 X' nunin
, 010N [9TOTA NYWZIN AXXNA AT L,PNIN 17 INTRY D1IDTYA 02 ,NdIYN2 D'IoN [TV |7NIN
NIXN7 [N D' ,NIY [DINA 71XN NN W7 IX W X0NA 7211 NIIY NIRONA 19017 9PN WK

NYU7INY win'm NIXONA 190N

:Payload-n - 'y1an 2w

7¢ Payload-n NX yn7 X0 07w D'wIMMN 75 7Y NIDAYN NIR NINKA DNVNRN 2T Y 19100
N ,NKX IR N1 Botnet 7w mNaTa 775 10TA NIn Payload-n .nn20Iz MNI'Y nnd 7V n9ynn 1oyl
DY ONK7 0101 QIZnY yaan .0 TIVI Mariposa ,Bredolab ,SpyEye ,ZeuS 7w Payloads Nix17
2y Payload-n nx 0TI (AT TR 12 NWINE Y191 AWK DN INK7 AR RNAT?) 2T PINN
Botnets-n NX .1QT 707 "anIm™ TRPON' KN -NT VAl ,NINY 190101 NI 11AY? NIDMIN X7 -lawnn

.T1922 nopni Exploit Pack-nn 11912 775 10T 0'wdn
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http://www.blackhatacademy.org/security101/index.php?title=Bleeding_Life
http://www.blackhatacademy.org/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-2992
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1297
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1297
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2884
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0188
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0842
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0842
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3552
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21 Payloads-n NN [DTV7 [N N - MINI'AD DINNN [UOXAN 7Y 12'W NATYAL DN [TV NIIWRYY

Y AT XIN -YIAN INKY7 010" UNNYNNW NNAN DYl Exploit Kits-n

J19T9TA YWdA NITI [1DTY
N9'PNN NIV [N NIYZIND DX IENY? N Exploit-Pack-n mawrr 1"y nwn dNIKE NT'AR
NIY2IN ANX? - T'PON INTY NIN7W NIZ7nn NNt Google IX Microsoft |12 NNanY .o'wnnwn
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.DN7Y DNITN XX DX 7'1anY nwnni

IN9'PNN NIV NNNNN
Exploit TIvI TIV ANXY7 T2 NI7*7D D' NIYIY 0N'I-'VINN NINAN ,0AXY DIXIAN NNYPN7 qona
-7 0'w712 NN9N7 "OA1 NN ,kNAIT? .Obfuscation-n 11221 NX D'NNNY T¥D AN ['0"1 Packs

120 TIP MY 01007 W ,nnvion Exploit Pack

| <script src="http://******/a.php?p=1241232451235123657445">

’ <iframe src="http://****** /in.php?a=QQkFBgODBWYNAwWFEkcJBQcEAQINDQcGAW==">
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Safe Browsing-n Maxna win'y "y OX) DINNY? [N2W NAIMD NO12IN "src”-n 10N1921,yN9N MNKY
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D'NNISN X7 ["TY 07X 02D DI .DRIYA 0N'-'UIRN D11 DamMY "Web-Shield” a1 natya
110201 7V False Positive-2 NI9X7 [N D21 DIPNAI D'O'YO0 7'901 X7 NMNNNNN 1112111 7'90N
NIN 7700 |rvan X L,(NIMI0N9 A'xn? T2 MNIY IR NIND DT D'LINRA WIN'Y D'WIYY) NINIOTD
TIX TIXY? D' N1 - VA9 [9TOT DY L,VIAI INK7 NW'72 NYXIA DX DA L17XD NIINNS NTYAI Q10 [I'V)

.N9PNNN

DINNY [N N'N'Y NIAIMD 1IXY7 0'01n1 077 0NN DR D'YIY X7 Exploit Pack-n [NIX 2Anpw [amd
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JMIN D70 NNTY2 DRI NRAIX'A AP0 NITYA OX L [IONKRND 'NUY DNIX NIX

D2IY Crawling "a'™M2 wIM'y VIYS X'l ON'I-'VIRN NNAN 'T-7V 211% NY¥ann N2IX'N NP0
,N7RD NIAUND IRXNI AT'AAL -NIDY [NIXNA 7700 D2INN O'TIAY IR NINAN / NIAMD N7 |1'01l
.NNN0N7 Y1an7 731 NDWN NNIK IR NIONKAN NN2NYT 72 7V NNFTE N

ON'l 'VIX NIDINY YIM'Y *T' 7V -[ION'KN 'MN'Y DR NPO0NN NN2ANN T 7V NYY1 N'Ain n7o
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.Obfuscation-n 112m IX NITIEO

:7"10 202 n''nnn CRIMEPACK 7w Blackhole Exploit Kit 7w D121 0 Tmy :xnart?

[E <?php //003ab
if (!extension loaded ('ionCul Loader')){$ oc=strtolower (substr(php uname
(},0,3)):%__In='ioncube loader '.$% oc.' '.substr(phpversion(),0,3).({
$ oc=='win")?'.dll':'.s0"):;B@dl({$ 1mn);if(function exists(' il exec'}){
return _il exec();}%_ 1ln="/ioncube/'.% 1n;% o0id=%__id=realpath(ini_get|
'extension dir'));% here=dirname(_ FILE ):;if(strlen($_ id)>l&ef_ id[1
==':"}{$ id=str replace('‘\','/',substr($ id,2)):;$ here=str replace|
','/',substr($_here,2)):}$_ rd=str_repeat('/..',substr_count($__ id,
'/')).$__here.'/';$ di=strlen($ rd):;while($ i--){if($__ rd[$_i]=='/"){
$ 1lp=substr($ rd,0,% 1).% 1n;if(file exists($ oid.$ 1p}}{% 1n=
S_lp:break: }ri@dl (S_ln] rtelse{die('The file ". FILE ." is
corrupted.\n"};}if (function exists(' il exec')){return il
Site error: the file <b>". 1
Loader '.basename($ 1n).'
exit (199);
=2
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http://www.m86security.com/documents/pdfs/security labs/m86 web exploits report.pdf

http://labs.m86security.com/2011/01/shedding-light-on-the-neosploit-exploit-kit/

http://www.kahusecurity.com/2011/reversing-the-incognito-exploit-kit/

http://en.wikipedia.org/wiki/MPack (software)

https://blog.avast.com/2009/08/12/exploit-pack-as-the-way-to-infect/

http://mipistus.blogspot.com/2010/09/phoenix-exploits-kit-v21-inside.html

http://mipistus.blogspot.com/2010/10/phoenix-exploits-kit-v23-inside.html

http://malwareint.blogspot.com/2011/10/inside-phoenix-exploits-kit-28-mini.html
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Algorithm 1 Word matcher scoring
I: curScore =0
2: for all words in dic of len(n) do
3 fori=0to2do
4: if dic.word.profileli] = prediction.profileli|
then
5: if dic.word.profileli] = L or
dic.word.profileli] = R then
6: curScore + +
7 else if dicword.profilelifj = N or
dic.word.profile[i] = F then
8: curScore + +
9: end if
10: end if
L1: end for
12: end for

13: return curScore
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vibrations from nearby keyboards using mobile phone accelerometers. In Proceedings of the

18th ACM conference on Computer and communications security (CCS '11). ACM, New York, NY,
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A finite-state morphological grammar of Hebrew. Shlomo Yona and Shuly Wintner. Natural
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Robert Galvin,
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and CEO of
Motorola, dies at
age 89

We're very sorry to report that
Robert W. Galvin, former chairman
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Motorola Mobility
Stockholders To
Vote On $12.5
Billion Google
Merger On Nov
17, 2011

Motorola Mobility this morning
announced that it has set a record

Sony Ericsson Sold
22 Million Android
Devices To Date,
Going Smartphone
-Only In 2012

A day after Google announced that
190 million Android devices have

Yottaa Gives SMBs
An Affordable Way
To Bring Google-
esque Load
Speeds To Their
Websites

At the Web 2.0 Expo in New York
City this week, Yottaa, the startup
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NIDN NIdWA WinRT NIY¥NX2 NUN MIY" NNOSY N1IY XN D721 MIvan ,0'NN95NN N1'Nan
MIxa WIinRT 7w API-nn ni70n nim»'p 7R nidswn 0% .C++, C#, VB.NET, JavaScript :TIkn nian
7wnn NX .Promise 1INA JavaScript-71 Task' AM2 C#-% quN™m N1N21OX N71V9 ,YwnY :N'wav
707 .Silverlight IXx WPF 'nnon%? TIxn 121 nxv'w  XAML X170 XML 001192 D Tan wnnwnn
17U nannl XAML-2 wnnun pwunn N7 (mynn Ni72an ann? X7 nn 2v) nnxp nnart

:C# niyxnxa

//MainPage.xaml - the XAML UI definition
<UserControl x:Class="Applicationl.MainPage"
xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation"
xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml"
xmlns:d="http://schemas.microsoft.com/expression/blend/2008"
xmlns:mc="http://schemas.openxmlformats.org/markup-
compatibility/2006"
mc:Ignorable="d"
d:DesignHeight="768" d:DesignWidth="1366">
<Grid x:Name="LayoutRoot" Background="#FFO0COCOC">
<Button x:Name="MyButton" Content="Click Me!"
HorizontalAlignment="Center" VerticalAlignment="Center"
Width="120" Height="120" Click="Button Click"/>
</Grid>
</UserControl>

//MainPage.xaml.cs - the code behind
using System;

using Windows.Devices.Geolocation;
using Windows.UI.Xaml;

namespace Applicationl
{ partial class MainPage
{ public MainPage ()
{ InitializeComponent () ;

}

private async void Button Click (object sender, RoutedEventArgs

{

Geolocator locator = new Geolocator();
var position = await locator.GetGeopositionAsync () ;
MyButton.Content = position.CivicAddress.ToString() ;

.non M7 "t Windows-2 o'z 0'-API-n ann 75 X7 ,'7'W7 'ixw '9)

A TANnY nnwornn (Extension Methods) nann NIV NIV NMpw |AsyncOperation VNN AYRAI9N ,nwYnY 7't "na7 X7 ar
.await NNo9nNN N7 NN 1" 7'wonY
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N7R NNVN D'wNN - 0-APl-2 wim'y 7y ni7aan 1A' - Nivson NIRNAIT

,7un? .Non MIvth 0T DI'RY NDIVN 'MN'YA win'y 11950 nonnn by "oaan” nimon '
TIZ MDY Ty yim?7 N1 1D AR ,non mivth nmt N1k Win32 7w CreateFile n'¥j711on
2NN qoIX NYd 0'7'on SDK-n Dy 0'x¥9Imn (Header Files) ANidn '¥a 221 ?NKT 751 N2 wnnwnn
NNN NIKXN] NUN "NIY™ YIN'Y? TNNMN NIXRae .ndvn Nivae 1o #ifdef nivim 7w

DTN ATAN-DTR MTaN

#if WINAPI FAMILY PARTITION (WINAPI PARTITION APP)
//...Metro-style APIs here
fendif

NNONNN YINN X7 DT 210N N1AN L,ANd .0NNIM 0NN 21 WNNWR? 0'NNSNY 1Ty 7Tnnn D
-0 12217 NIYYNARY X' [N DNRELDIRT NIYY? NIAY 0T W' NNIOXR NIYYZI9) WNANWNYT W'y
yop Shun nw'7d DLL-n 'nw'70 N'9NaI7a nyao nt? "1 12 wnnwin? N1 - .NET 7w P/Invoke

:NVN DIYT NN 17'9X CreateFile N'¥197 KI' XKan TIipgn

[Dl1lImport ("kernel32.d11", CallingConvention =
CallingConvention.StdCall) ]
private static extern SafeFileHandle CreateFile (
string lpFileName,
uint dwDesiredAccess,
uint dwShareMode,
IntPtr SecurityAttributes,
uint dwCreationDisposition,
uint dwFlagsAndAttributes,
IntPtr hTemplateFile);

private void CallCreateFile ()

IntPtr handle = CreateFile ("MyFile.txt", ...);

70N LN9Xd 7NIpa P D MR QIpY? N DR NDWNN NI 7V NI7aann nivnwn fan
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sd4: function() {
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getNewguid: function() {
return (this.s4()+this.

initialize: function() {
N this.enableTickle();

enableTickle: function () {
try {
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var tileupdater = T
tileupdater. enableni

catch (e) {
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+
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if (items &% items.len
wvar item = items[O’
var stockname = itef
var lastTradeTime =
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Market news for Apple Inc

Apple (AAPL) Ap|
Could Break Gol
Through $412.15
Resistance Level

1 (Fresh Brewed Media
ITEX News Network) -

seris seris AAPL: The Steve

@ o ® Jobs Memorial

Stock Rally?
Change Last trade 416.99 Last trade time  Fri 8:04 AM PDT
| 8 5 6 Open 416.83  Day'srange 41527 - 418.86
- Vol. (Mil) 7.21 52 week range 297.76 - 422.86 o
Tracking the stock
Interactive Data Real-Time Services, delayed (Fri Oct 14 08:20:25 PDT 2011) morning recovery, Ap|

Apple (AAPL)
Showing Bearish
Technicals With
Support At
$362.76

Friday's

[D"1'wn 197 ,n1amn Stocks-n Diw]

Stocks Digital Whisper Edition &

AAPL GOOG DOW | ISFT Market news for Apple Inc

Apple (AAPL) Ap|
Could Break

Through $412.15
Resistance Level

Oct 14, 2011 (Fresh Brewed Media
TEX News Network) -

seris serio seprar ocTos AAPL: The Steve

@ @ ® Jobs Memorial

Stock Rally?

Change Last trade 416.71 Last trade time Fri 8:13 AM PDT

' 2 7 Open 41683  Day'srange 41527 - 418.86
- Vol. (Mil) 7.52 52 week range 297.76 - 422.86
Tracking the stock
Interactive Data Real-Time Services, delayed (Fri Oct 8:29:29 PDT 2011) morning recovery, Ap|

Apple (AAPL)
Showing Bearish
Technicals With
Support At
$362.76
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