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"Using TrueCrypt is not secure as it may contain unfixed security
issues"

NNTV 1I9X¥INY DIIN1 NaN7 N1 1D NIRIN 7710 nwd SourceForge-a TrueCrypt 7w Timynl
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"The development of TrueCrypt was ended in 5/2014 after Microsoft
terminated support of Windows XP, Windows 8/7/Vista and later
offer integrated support for encrypted disks and wvirtual disk
images."

NI00I2N D2 NNO¥N 19 7V TrueCrypt-7 [NN'A NN XP-2 1DNN 09I0NP'M TV 70V K'N NWLNI
-1 X71 NDWYN NIKA WNANWAT? NI9FTY W', XP-2 NdNIN X7 12D UDI0NZ'MWI ,NYd ,N7V9nn NdwwnN
D'YIRWOY "7 NNKR DD ,02N0nNi LNTN vnawl At Y7 7aR ,00% ynwl AT 'R VTP X7 .TrueCrypt

.27 Dvon X7w DT IND W'Y NXRO1D - 'ITN O'KRN] TXNNY 0T D'UIY
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DN ,NIMN97 IWAT DN INIRY XN YYOIW '12'0N DX 7'Tan? 721 - (02T 7w 19102 Dwn van N1 X

.TrueCrypt NIYXNNXA [OXINN D2 177N

DY DYTNON X7 NSA-NW Dd7 Nay' XN ,7"1N0 VIR a7 '2'07'90117 TX INIK DX 17RYN DX DY)
nN"N TrueCrypt 7w NIMTIEN NIKONAN NNKA ,TIRN VIWD 221N N1 'X) TrueCrypt 7w Ninoxn
7T0% n'om o P71 (MM / Tipnn NYoIN XK' - NIWTNN NIROIAL ,NYII ,NNINK N7T / nwlin
DO7 TA' DA TX INIX .0T DX NIYY7 D'NY¥N DRI DA 0'NY7¥N 0D T-K7-007T NNTYAl 07'N9N N
n12an NRT Microsoft ,12T 7w 191021) BitLocker 7w 011D N19¥N DY TTINNNT n'va NSA-7 |'Rw
T RN QWINMI N19¥NN 7W TIzn DA K01 NSA-D DY D'9"NYW YIN'A] DYD X7 DTYUNIY  NIRZINX

.D'YNNYnNn NX 01151 DN DwW7 271 (.10

197 PI'TA 'MINRY 11D 72X L1IVTN 127 ?TrueCrypt-1 WNNWNT? 1'wnn'? QWK DXN ?NIN'YNN NRT
X7 DNX DX ,mwn X7 01 7D ,BitLocker IX TrueCrypt ,0TIzn [I'7a0 7w ANMSn "NaTa ,WTIN

,D07¢ 2WUNNN 7Y INIK NNYUN X 0VIY9 - NP K70 DT Y2 DDNIYIL W'Y YT'NNY D2*1YN

.DNYNNYN DAY N19¥NN DNMIAZX IN NN9NAN TR NN Nwn N7

N2 ATINL[I'7'27 RN QND1 T V'RYnY M D7 TN TAN% ¥ L,0RONYT7 WY 197 ,amol

A'%7n 21vo n'7'wh N2 NTINI NSIXP 'Y N2 ATIN AN 2 YR? N2 ATIN 1Y mIn?

nann Axp

SN100R ?'OKRI VTR N

D'DIIYN AT
www.DigitalWhisper.co.il
3 2014 2rr ,51 '



http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
http://news.techworld.com/security/3228701/fbi-hackers-fail-to-crack-truecrypt/
http://www.theguardian.com/world/2013/jul/11/microsoft-nsa-collaboration-user-data
http://www.theregister.co.uk/2000/04/12/gates_gerstner_helped_nsa_snoop/
http://techcrunch.com/2014/05/13/nsa-docs-detail-efforts-to-collect-data-from-microsofts-skype-skydrive-and-outlook-com/

Technologic

D'y PIn

16

23

27

D'o>AIYN AT

D'2'y DN

DHCP-2 nNLAX NI'AIO 7V

TV NIN 0y L,YTN NNVAXR 7Y

NITAY N¥an iBanking

nI>'0 MAT

D"y DN
www.DigitalWhisper.co.il

2014 21 ,51 1"


http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/

Technologic

DHCP-2 nNVAXN NI"AI0 7V

(nmwni pvoro ,0awnn ,IT N7'nj ,http://pelegit.co.il :ANXA 1PN DONID) 17W N NIXN

nNTN

DY DY M0NI9 NRXZNYT '"MNA'T 12211 11'n DHCP - Dynamic Host Configuration Protocol |1121n
YIN'Y? TINN NI DY [P ARWUN NRYZN 'DY70N vwonl 7y DT 72110N9 nwn /[ nxp rTiva

.L3-2 NNLAK NIXT'S 121N NIV KIN NXT DY TN' ,NMTANI

DHCP 'maw> D'anni 0'ana |20 NYA 'TI'Y DA 1 TANY [N X DHCP '790> 1wnvy' D'NMv ,22NY
DN7YW N710'0 10N XIin DHCP 'mwd nwn Ty NNTama VYN jNo'Nn .VIYS NNTan ']"mnn
N ,DHCP mv 0"z N2 NLIYS NI NMIIXN .qoll DHCP TI'Y ny '7'1|7Y_\1 T2V |'13]J'10|"l'7

2 ARAN IR'YIVI9 DHCP NIt GW ana ,DNS

DNS_SERVER DHCP_SERVER

192.168.1.8 192.168.1.0/ 24 :0INA0I N2IND NXYPN

INTERNET

GATEWAY_ROUTER
T

192.168.1.254

no ip address

2 "NN'W'D AWUKRD ,0MP'YY DAY 4-2 wNONn RYI0I9 NIR? 7m 98 DHCP mw yxanw n"mmn

.68-1 67 0'0NI92 UDP-1 ny¥ann NwY? Nip'in
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DHCP Handshake

NIA0N2 NIN7WIN NIYVTINN DX 72 0TI 71 DHCP 7w DMun19n NRYpN 70N N1an naiv?
DHCP ACK-1 DHCP OFFER ,DHCP REQUEST ,DHCP DISCOVER :|n I7X1 ,nAR¥ZNN 1'70N

NNAIT?

gl PC 1o SWicap 5.5

File Edit View  Go ' Capture “Analyze Statistics Tdephonx Tools Intemals  Help

e IRRes avwseF s BEQQQ @ 0m &

Filter: 3 Expression... Clear. Apply
No.  Time Source Destination Protocol Length Info

. 0.0.0.0 255.255.255.255 618 DHCP Discover - Transaction ID 0x1693

2 3.960000 0.0.0.0 255.255.255.255 DHCP 618 DHCP Discover - Transaction ID Ox1693

3 7.960000 0.0.0.0 255.255.255.255 DHCP 618 DHCP Discover - Transaction ID 0x1693

4 25.521000 0.0.0.0 255.255.255.255 DHCP 618 DHCP Discover - Transaction ID 0x1694

5 28.981000 0.0.0.0 255.255.255.255 DHCP 618 DHCP Discover - Transaction ID Ox1694

6 32.982000 0.0.0.0 255.255.255.255 DHCP 618 DHCP Discover - Transaction ID 0x1694

| 7 56.007000 0.0.0.0 255.255.255.255 DHCP 618 DHCP Discover - Transaction ID 0x1695
8 56.027000 €c:02:1¢:90:00:00 Broadcast ARP 60 who has 192.168.1.17 Tell 192.168.1.253

9 57.997000 192.168.1.253 255.255.255.255 DHCP 342 pHCP offer - Transaction ID 0x1695

10 58.017000 0.0.0.0 255.255.255.255 DHCP 618 DHCP Reguest - Transaction ID Ox1695

11 58.037000  192.168.1.253 255.255.255.255 DHCP 342 DHCP ACK - Transaction ID Ox1695

12 58.047000 €c:03:1¢:90:00:00 Broadcast ARP 60 Gratuitous ARP for 192.168.1.1 (Reply)

Frame 1: 618 byres on wire (4944 bits), 618 bytes captured (4944 bits)

Ethernet II, Src: ¢c:03:1¢:90:00:00 (cc:03:1c:90:00:00), Dst: Broadcast (Ff:ff:fFf:ff:FF:fF)
Internet Protocol version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)
uUser Datagram Protocol, Src Port: bootpc (68), Dst pPort: bootps (67)

Bootstrap Protocol

CRCRCRCEC

[WireShark 19100 n151n2 17w '3 n"mn '7nn]

BC(broadcast) nyTInd Discover NYTIN N71¥ DHCP NIXN2 YTAINY *X'¥1019 DHCP NI :1 2w
7¢ MAC-n nmamd X' Source-n NITwA .(L3+L2) n7'annl nMaonn 7w Destination-n NITwA
IR 17 DX IMYTINT 'TR'W DHCP 790 / NW D"'pw nizn2 NXT 73 .0.0.0.0 X'nw IP namdi nip'n

UJpPAYw DuNMSn

7 56. 007000 DHCP Discover - Transaction ID Ox1695

[ Frame 7: 618 bytes on wire (4944 bits), 618 bytes captured (4944 bits)

#= Ethernet II, Src: cc:03:1¢:90:00:00 (cc:03:1c:90:00:00), Dst: Broadcast (FF:Ff:FF.FF:FF.FF)
Internet Protocol version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

BOOLSTrap Protocol

Message type: Boot Request (1)

Hardware type: Ethernet

Hardware address Jength: &

Hops: O

Transaction ID: Ox00001695

seconds elapsed: O

Bootp flags: OxB000 (Broadcast)

[l

@

client 1P address: 0.0.0.0 (0.0.0.0)

your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: cc:03:1c:90:00:00 (cc:03:1c:90:00:00)
Client hardware address padding: 0000000:0000000000000
server host name mot given
Boot file name not given
Magic cookie: DHCP
1 option: (t=53,7=1) DHCP Message Type = DHCP Discover
option: (t=57,1=2) Maximum DHCP Message Size = 1152
option: (T=61,1=27) Client identifier
F option: (t=12,1=2) Host Name = "PC"
% option: (t=55,1=8) Parameter Request List
end option
radding

5 @

[e=

[17 N¥pP' MWAY wizan XINY D1I0NI9N IN'WY NN NIPZN ¥ 1AW Parameter request list NTW NX NIK1Z [N Y TIN])

-DHCPa nnvax nialo 7v
www.DigitalWhisper.co.il
6 2014 21 ,51 1"



http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/

Technologic

NAND NIRY? "yn?" nyd nxN 7R 09 NIz Discover-n NYTIN DX 7270w DHCP nw :2 AYw
7w RPN NNt K7 199 DB-AW RTIN 7D DTIR XIN QYYD DX 17 N7W' XInY 197 . nwoN P
X7 D XTI7 NIn 7y ARP request NYTIN 7w AN "y ARP N7'Ta y¥an XN DR INK7 ,Naimon

IP-0n N2INd NNIX DY N'VLVO YTAINY TI'Y VINA0A D''}?

-7 DA Mwn 72pn' DXI - 07NN XIT'HY ICMP echo N7W request-n NYTING NN 727NN 1AW a¥na
NX7WU MWD 7Y IR'NI0I9N NARAN NN NAIND Nt i ,DHCP conflict Xaj7aw axn Xt echo
NIN ,IWNN NA'7a 't DHCP nw 0 [naw NNIXNA) NIAT ANIR NIXZNYT [N K71 N¥7n NN

(1770 nip'T™an NX NI o'wyanw "nad10" wnnwn

NIN SRC-n NITWA TWKRD L2&L3 destination-2 BC-> OFFER NnyTin Nwn N7IY NIZ'Tan VO TNKY?
2 ,Ui? 2 NIRnY DN0NI9N 77 1y nvyn n7on ayTnn L9 IP-nl MAC-D NIAIMD NIX |'Yn

.MdYN N7 ,GW namd ,DNS namd ,IP namd ,subnet mask 1N

Frame 9: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
Ethernet II, Src: cc:02:1c:90:00:00 (cc:02:1c:90:00:00), Dst: Broadcast (ff:ff:ff:ff:ff:Ff)
Internet Protocol version 4, Src: 192.168.1.253 (192.168.1.253), DsT: 255.255.255.255 (255.255.255.255)
user Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)
Bootstrap Protocol

Message type: Boot Reply (2)

Hardware type: Ethernet

Hardware address length: &

Hops: O

Transaction ID: Ox00001695

Seconds elapsed: 0

| Bootp flags: Ox8000 (Broadcast)

client IP address: 0.0.0.0 (0.0.0.0)

vour (client) IP address: 192.168.1.1 (192.168.1.1)

Next server IP address: 0.0.0.0 (0.0.0.0)

relay agent IP address: 0.0.0.0 (0.0.0.0)

Cclient MaC address: cc:03:1c:90:00:00 (cc:03:1c:90:00:00)

client hardware address padding: 00000000000000000000

server host name not giwven

Boot file name not given

Magic cookie: DHCP

option: (t=53,1=1) DHCP Message Type = DHCP Offer

option: (t=54,1=4) DHCP Server Identifier = 192.168.1.253

option: (t=51,1=4) IP aAddress Lease Time = 10 minutes

option: (t=58,1=4) Renewal Time value = 5 minutes

option: (t=59,1=4) Rebinding Time value = 8 minutes, 45 seconds
option: (t=1,1=4) Subnet Mask = 255.255.255.0

option: (t=6,1=4) pomain Name Server = 192.168.1.8

option: (t=3,71=4) Router = 192.168.1.254

End option

padding

H @ F =

HEHEEAEEEE

-DHCPa nnvax nialo 7v
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NX 7277 DDon KIn DRN NV7NNY7 NYD Yan? X OFFER-N nyTIn DX 72'pw nig7n :3 A
IP-n NaMOW NNIkY ARP nnivn 17 'y na'onn 7wn?) 0non X7 KN DX ,NWUNN nv¥nn
TWTIN N7Y' XIn ,0'0n XN DX .DECLINE nyTin n7w' XN (ANX TIX7 9702 no"w 17 nuxinw

A7 YYD MYNY DM0N190 DX Yy 2y 7'nn%? "nmen" nwpa ninng REQUEST

7¢ MAC-n NnaInd ,17 ny¥Iiny Namdn nn ,DHCP-n Nw XIn ' |"XNY NTY DXy N7n 1T VTN
NIVTINN NX D''AyNN D'2DI0] D'YNNYNA NIZITA NINWIAY DIYA N1aond MAC-7 wyp |'N) n||7'7n

.(lease time) D"VNON NDWY ATAI (NNXY DY TINA NIR7N 7w MAC-0 |'"1xn |27 ,DHCP-n 'mwY

Frame 10: 618 bytes on wire (4944 bits), 618 bytes captured (4944 bits)

Ethernet II, Src: ¢c:03:1c:90:00:00 (cc:03:1c:90:00:00), Dst: Broadcast (FF:ff:Ff:Ff:FF:FF)
Internet Protocol version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, Src Port: bootpc (68), DSt Port: bootps (67)

BoOOTstrap Protocol

Message Type: Boot Request (1)

Hardware type: Ethernet

Hardware address Tlength: &

Hops: O

Transaction ID: Ox00001595

seconds elapsed: 0

Bootp flags: OxBOOO (Breadcast)

N EEER =

client IP address: 0.0.0.0 {(0.0.0.0)

vour {client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
relay agent IP address: 0.0.0.0 (0.0.0.0)

client MAC address: cc:03:1c:90:00:00 (cc:03:1c:90:00:00)
Client hardware address padding: 00000000000000000000
server host name not given

Boot file mame not given

magic cookia: DHCP

option: (t=53,71=1) DHCP Message Type = DHCP Request
option: (t=57,7=2) Maximum DHCP Message Size = 1152
option: (t=61,1=27) Client identifier

option: (t=54,1=4) DHCP Server Identifier = 192.168.1.253
option: (t=50,l=4) Requested IF Address = 192.168.1.1
option: (r=51,T=4) IF address Lease Time = 10 minutes
option: (t=12,1=2) Host Name = "PC”

option: (t=55,1=8) Parameter Regquest List

end option

radding

IEHEEEEEE

DX MY |9IXA 1Dwn DHCP-N MW D¥ya 1AW ARYZAN )'7NN2 [NNRD 270 10T 4 A
DNVNIdN 775 oatiyxn naw ACKNOWLEDGE nyTin BC-2 n72iw mwn N7 pnonon
nNaonn 77 17'9x1 OFFER-N NYTINY |'0I707 ANT IT NYTINY 17 IN'Y .NIR77 D'¥7iny 0"0ann
Dxy1) ACK-n NyTIN NX 72 NIp7nw X7 Nt 170N qi0a .(bytes324 n7w nnpna) NNt NN
NAIMD DY XY 7V 'N¥n KIN DAY Gratuitous ARP NYTIN N71W XN ,(DM0NI9N DX INXY 72y 7'nin

.'73.'|7 NINW qwTNN IP-N

1'7nnn 9102 ARP nyTIN N7V TIrY 7D X7 :nwin

-DHCPa nnvax nialo 7v
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Frame 11: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
Ethernet II, Src: cc:02:1c:90:00:00 (cc:02:1c:90:00:00), Dst: Broadcast (Ff:ff:ff:ff:ff:ff)
Internet Protocol version 4, src: 192.168.1.253 (192.168.1.253), Dst: 255.255.255.255 (255.255.255.255)
user patagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)
Bootstrap Protocol

Message Type: Boot Reply (2)

Hardware type: Ethernet

Hardware address length: &

Hops: O

Transaction ID: Ox00001695

seconds elapsed: 0

Bootp flags: Ox8000 (Broadcast)

Client IP address: 0.0.0.0 (0.0.0.0)

your {client) IP address: 192.168.1.1 (192.168.1.1)

Next server IP address: 0.0.0.0 (0.0.0.0)

relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: cc:03:1c:90:00:00 (cc:03:1c:90:00:00)

Client hardware address padding: 00000000000000000000

server host name not given

Boot file name not given

Magic cookie: DHCP

option: (t=53,1=1) DHCP Message Type = DHCP ACK

option: (t=54,T1=4) DHCP Server Identifier = 192.168.1.253

option: (t=51,1=4) IP Address Lease Time = 10 minutes

option: (t=58,1=4) Renewal Time value = 5 minutes

option: (t=39,1=4) Rebinding Time value = 8 minutes, 45 seconds
option: (t=1,1=4) Subnet mMask = 255.255.255.0

option: (t=6,T=4) pomain Mame Server = 192.168.1.8

option: (t=3,l=4) Router = 192.168.1.254

end option

Padding

H EE E

I HEHRHBAE

DHCP D10

NINIF7A DY YN D¥YaY a¥n NwIn N2'7a DHCP 'Maw 'on DX Ni7iman NiMvan 2Nl
1Y V1ANON 7w BC DOMAIN-7 Ni72am 0'n71v DN BC-N NIYTINY DIYN D'NNWN 7R DYIRYI0I1D
727 NN9N .NNNKR 077217 BC NvTIn 1ayn X7 L3 Ty 720 joikav yim L, (Ninpn) v on
,0aNM 'Y 19X D210 ANY N7 NIR7 2 NIYTIN 1vn? o'kINRY DHCP "1010" 7w ni' XIn

w1 0'R¥nan Firewalls IX L3 'ann

S0I7N V1IN0 IP HELPER-2 WiM'y XIN DNAW M7'vinwd D19IX NNd2 DD10Q WNNWN7 N1
-N DY NAIMDY7 NN'Y' ANIR N7IYIE NIRYAN "ynw" XIn DNIRY BC-n NYTIN X NRI7 DXY2 210N
7w 1Inamd 9"y ,012n0N IMIXA (210N) KINY TV DTYA ["¥Nl NIYTINN DX ANdWN KInwd DHCP

UNNWYN7 NIAIND NI NT'RANIXPNT? DN0NS 17'R DHCP-n v nyT? 2211 p1on

niXpn? 172.16.1.1 X0 MamdY DHCP-n mw yT" 10.0.0.124 X'N IMAMNDY DIO '97 XNAIT?

.10.0.0.0/24 vInaon '97 D"VNO

-DHCPa nnvax nialo 7v
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DHCP Snooping-1 Rogue DHCP Server

n¥i7nw ("Rogue DHCP") 17wn IP NIAIND 790 NWI7 12NN |1V DA OX NI N ,NYd 21wNal IR
,0N101 17¥ pwnnn Dy¥ya A'NNY GW-n Namd Ta%n pIrTa DNunSn 0ONIR DX NINE77
MMRN GW-7 [NM7wa NIK 2yt (A9 PNy my XN LR IR DINRYN DNIRA- NIann

U0 TR QRY 720 0INA02
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